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About This Guide

This guide includes detailed information on the switch software, including how to
operate and use the management functions of the switch. To deploy this switch
effectively and ensure trouble-free operation, you should first read the relevant
sections in this guide so that you are familiar with all of its software features.

This guide is for network administrators who are responsible for operating and
maintaining network equipment. The guide assumes a basic working knowledge of
LANSs (Local Area Networks), the Internet Protocol (IP), and Simple Network
Management Protocol (SNMP).

This guide focuses on switch software configuration through the Web
management interface.

For information on how to manage the switch through the CLI, see the following
guide:

CLI Reference Guide
This documentation is provided for general information purposes only. If any

product feature details in this documentation conflict with the product datasheet,
refer to the datasheet for the latest information.

Note: There are 4 devices in this series: ECS2020-10P, ECS2020-10T, ECS2020-28P,
and ECS2020-28T.

Note: The PoE function is only applicable to the EC52020-10P and ECS2020-28P
products.

Note: Sections of this document use the ECS2020-10P as an example. The other
switch models differ only in panel image, port types, and equipment name but
function identically.
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1 WEB MANAGEMENT LANDING PAGE

1.1 LOGIN TO THE SWITCH MANAGEMENT PAGE WEB

The computer’s IP address and the switch IP address must be set to the same subnet (switch default IP address is
192.168.2.10, and the default subnet mask is 255.255.255.0). Run a web browser, and enter http://192.168.2.10 in
the address bar. Enter the default user name and password (user name: admin; password: admin), and then click the

“Login” button to directly access the web management home page.

." User Login
Flease input your user name and password!
Language: | English A
User Name:
Password:

Device Name: ECS2020-10P Device Location: Contact Name:

Figure 1-1: The Login Page

After launching successfully, the switch management home page displays:

System Home Model name: EC $2020
DateTime: 701

10p CPU : 26% Avallable MemorySTNB  Availabie FIash 2ME Hardware Version: v1 ¢ Serial nmcer:
—_ —_— — Softurare Version: +3.0.0.0 Mac adaress:

Quick Configuration
+ Port Management
+ VLAN Management
§ Fault/ Safety

+ System Management

+ PSE System €910/1008 @ 1000l Dixoonaest [ Diseble
+ Qos Port information Flow Trend Device Configuration Port Statistics
+ EEE .
Port Description Input Flow(Bps) Output Fow(Bps) Status Coonecton Status. VIAN Trunk Port Edit
GIon 22K WK Enadled Connected 1 No Check the How Trend
GiO72 oK [ Enazled % NotCoanected 1 No Check the Flow Trond
Gion oK 02K Enatled Corected 1 No Check the Flow Trend
Giod oK oK Enadied % notConnectea 1 No w
Gios oK o Enabled % Not Connected 1 No
Gios oK oK Enadlea % NotConnectaa 1 No
07 oK oK sod % not Connected 1 Mo the Flow Trend

clo8 oK oK Enadled % NotConnected 1 No

Figure 1-2: Web Management Home Page


http://192.168.2.10/

2 SYSTEM HOME

2.1 DEVICE PANEL

1. Through the web page, a quick understanding of the operation of the device, panel information, port
information, such as the general network of common management information.

System Home Model name: £C 52020 10P CPU : 20% Axadable Memory61MB  Availadle Flash M8 Hardware Version: v1.( Serial numcer:
DateTime:  2013.12.5 D0:05:41 — — — Software Verskon: v1.0.0.0 Mac address: DOE04

Quick Configuration

+ Port Management

+ VLAN Management

4+ Fault/ Safety

+ System Management

+ PSE System C110/i0m By oo R Biseennaet @ Bineble

+ QoS

Port Information Flow Trend Davice Configuration Port Statistics

Figure 2-1: Web Device Panel

2. Clicking on a specific port displays the following information.

System Home: Model name: € 520720109 CPU : 20% Availadie Memory S0ME  Availadle Flash 2M Hardwace Version: 10 Sonal numcer:
001137 - — — Software Version: v1.0.0.0 Mac addross:

Dato/Time: 2

Quack Configuration

+ Port Management Port Busber: 1

vt Deseription
VAN Mansoement Port States: @ Easdle O pizable
+ Fault/ Safety Qutpat Traffic: 48.1K
Irgut Traffie 41X
+ System Management [

+ PSE System £ 10/100m gy roocat i Bivesmert @) Disable

+ QoS

Port Information Flow Trend Device Configuration Port Statistics

Figure 2-2: View the Port Status

2.2 PORT INFORMATION

The configuration of the ECS2020-10P is as follows: "System Home", "Port Information".

Systern Home Mosel Rame: L 52020-908 CPU 1 22% Avatlabie Memery 550 Avaabie Flash 20 Haraware Version: .1 © Serial numeer:
Date/Tame:  2013.92.5 001445 —_— —_— —— Software Version: v1 ¢ Mac asdress: 00

Quick Configuration

+ Port Management

+ VLAN Management

+ Fault/ Safety

+ System Management

+ PSE System

*Qos Port Information Flow Trend Device Canfiguration Part Statistics

+ EEE
Port Descrigton Input Flow(Bps)  Output Flow(Bps) Status Connection Status VLAN Trunk Port Edit
o 22K 37 9% Ensviea Connectsa 1 o m
cio2 oK oK Enaled % Not Cannected 1 No [ Chock the riow Trend |
oo o o 2% Enasiea Connectea 1 o m
cion oK oK Enabled %% Nol Connected 1 No m
ciom oK oK Enablod 3% Not Connedted 1 No m
Ca 08 oK oK Enavled % Not Connected 1 No m

Figure 2-2: Port Information

On the panel, you can see the device port, description, input flow, output flow, state of the port, connection state,
VLAN, and trunk status.



2.3 FLOW TREND

Click the device port on the panel port to view the port flow trends.

Current User-admin

System Home Model name: FC 2070 10P CPU 1 20% Avalladie MOMOn SSME Availanio FIash 2ME Hardware Version: 1.0 Serial numcer:
- — — Software Vorsion: v1.0.0. Mac address:

DaterTime: 2

Quick Configuration
+ Port Management
+ VLAN Management
+ Fault/ Safety

4+ System Management

+ PSE System Cyto/om @y oo @ Bisosact DIzl

+ Qos Port Intormation Flow Trend Device Configuration Port Statistics
+ EEE
jote: Click on 3 port 1o view the flow trend
Output nput
e
= ax
=== Ci 0/) Qurput Flow(Bps) ==~ Ci 0/1 Input Flow(Bps)

Figure 2-3: View the Flow Trend

2.4 DEVICE CONFIGURATION

Click "Device Configuration" to view and change the configuration of the device.

Current User:admin

System Home Model name: EC $2020.-10F CPU : 30¢ Available Memory 55M8 Available Flash 2M8 Hardware Version: v1.0 Sertal numcer:
DatefTime: 2013.12.5 00:17:4 — — — Software Version: ¥1.0.0.0 Mac address: 00E0.4C00.3067

Quick Configuration

+ Port Management

+ VLAN Management

+ Fault/ Safety

+ System Management

+ PSE System 7y 10/100M gy 1000K gl Dizoonneot S Dizable
+ Qos Port Information Flow Trend Device Port
+ EEE

The Total Number of VLAN 1 Configuration

Port Aggregation Number 0 Configuration

Port Mirroring 1 Configuration

ARP Spoofing Disabled Configuration

Port Security Enabled Configuration

DHCP Snooping Disabled Configuration

Figure 2-4: Device Configuration

Use "Device configuration" to configure the following modules:

1.
2.

o

Total number of VLANs
Port Aggregation Number
Port Mirroring

ARP Spoofing

Port Security

DHCP Snooping
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2.5 PORT STATISTICS

The Port Statistics page shows the number of bytes received, the number of bytes sent, the number of incomplete
packets, the number of large packets, CRC error packets, and the number of conflicts.

System Home Model name: £€52020.10P cPU : o Acal3bIo MOmOry 5S8R Availatle FLAEH 7ME Niardwers Verslom vl AT —

Date/Time: 131425009831 = S — Software Version: v1.0.0.0 Moc address: 00L0 4C00.3067

Quick Configuration

{ Port Management
4 VLAN Management
4 Fault/ Safety

+ System Management

{ PSE System 1071000 @) 10008l i veenmaat 0 Biseble

+ Qos Port Information Flow Trend Device Configuration Port Statistics.

+ EEE
Port Bytes Recomed Bytes Sent Incompleto Packets Largo Packets CRC Errors Coaficts
Gion 3730609 4518123 0 0 0 0
Gioz 0 0 0 0 ) 0
cion 0 218158 0 0 0 0
Gl oM 0 0 0 0
¢ ) 0 0 0 )
Gi 0 0 0
Gl 0 0 0
Gios 0 [ 0 0 0 0
GIo9 0 0 ) ( 0

Figure 2-5: View the Port Statistics

3 QUICK CONFIGURATION
Click on "Quick Configuration" to quickly configure commonly used functions, such as a VLANSs, trunk ports, port

classes, SNMP, and basic settings.

3.1 BASICSETTING

Click "Quick Configuration" and then "Basic Settings" to display the System Settings page. The current basic system
information and management password can be configured.

Current User:admin i Log Out

System Home Basic Setting VLAN Settings Port Mode SNMP Settings
Quick Conﬁgutauon I Basic System Settings
+ Port Management Management VLAN: | vian 1 v DHCP: | Static Allocation ¥
+ VLAN Management Management IP; [192. 168.2. 10 Device Name: [ECS2020-10P
Subnet Mask: 255. 255. 265. 192 Device Location:
+ Fault/ Safety
Default Gateway: [192.168.2. 1 Contact Name:
+ System Management Login Timeout(s): (1800 Contact Information:

+ PSE System MAC: [00ED. 4C00. 3067

WModify the super user password and telnet password
+ EEE I

0ld Password:
New Password:

Confirm New Password:

%= |

Figure 3-1: Basic Setting
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3.2 VLAN SETTINGS

Click "Quick Configuration" and then "VLAN Settings" to access the VLAN configuration page. You can view the
current VLAN information, create new VLANs, modify VLANSs, delete VLANSs, etc. When configuration is completed,
click "Next".

Current User:admin B saveconfig ) Logout

System Home Basic Setting VLAN Settings Port Mode SNMP Settings

Quick Configuration I VLAN

+ Port Management VLANID VLAN Name Tag Port Untag Port Edit

<+ VLAN Management 1 default 1-10 2

+ Fault/ Safety © NewVLAN @ Delete VLAN First Previous [1] Next Last1 11Page

+ System Management
<+ PSE System
+ QoS

+ EEE

Figure 3-2: VLAN Settings

3.3 PORT MODE

Click "Quick Configuration" and then "Port Mode" to access the port settings page. You can change the port setting
to allow VLANSs in trunk or hybrid mode (Note: When a port is changed to trunk mode, it will be removed from any
previous untagged VLAN). When configuration is complete, click "Next".

Current User-admin B save Config ) Log Out

System Home Basic Setting VLAN Settings Port Mode SNMP Settings

Quick Configuration
Note: 1.Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the default Is VLAN 1, is generally used with the terminal directly connected.

+ Port Management 2.Trunk: This mode port can belong to multiple VLAN, can transmit multipie VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type transmission ) . generally used in conjunction with other

switches in the network

+ VLAN Management 3 Hybrid: This mode port can belong fo multiple VLAN, can transmit multiple VLAN packets, can transmit Tag or Untag packet frame

4.Wnen the port is changed 1o Trunk mode.it will be removed from the previous Untag vian
+ Fault / Safety =

Select a port to configure

+ System Management

i 2 3 4 5 6 7 8 9 10
+ PSE System R S i e i i S | |
+ QoS - =
[ Joptional port i Selected port [T Aggregation port [.. Trunk Port  Select all Select all others Cancel
+EEE Port Mode: | Hybrid v Native VLAN: (1-4004)
&3
Port Port Mode Native VLAN Edit
Access 1 Z
2 Access i@
Access 1 Z
4 Access g
Access Z
Access 1 4
7 Access 1 Z
8 Access 1 7

Figure 3-3: Port Mode
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3.4 SNMP CONFIGURATION

Click "Quick Configuration" and then "SNMP Settings" to access the SNMP Settings page. You can configure SNMP
settings, such as enable/disable SNMP and SNMP TRAP services, etc. When configuration is complete, click "Next".

Current User:admin

System Home Basic Setting VLAN Settings Port Mode SNMP Settings

Quick Configuration I

Jescription: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the 'SNMP Senvice’ switch
Notice: The SNHP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.
+ Port Management

SNMP Service: (S Laal)
4+ VLAN Management T
SHMP TRAP Service: ( (S

WEa0] Safuty Community Settings: ~ Community Name maxmum number of communityname s 2)  Permissions ® RO RW m m
+ System Management SNMP Trap Host: Host 1P Trap Community Name SNWP Version[1 ¥ m m
+ PSE System ] Community Name List
+ QoS Community Name Permissions
+ EEE private w
PubIi "
Previous 1) Next Lasfl 1Pa

iizianis

Figure 3-4: SNMP Settings
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4 PORT MANAGEMENT

4.1 BASIC SETTINGS

4.1.1 Check the port configuration

On the navigation bar, click "Port Management" and then "Basic Settings" to view the current configuration of the
switch ports:

Current User:admin B Save Config

System Home Basic Settings

Quick Configuration - =
Cripti Select the port(s) you want to configure. Click on individual ports or chick and drag the mouse to select multipie ports.

te: If the parameten

Basic Seitings MTU(1522-10240):

iected are not supported, the changes will not take effect

Storm Control Select a port to configure:

Flow Control T 2 3 4 56 7 8 s 1
Port Aggregation R R R Roir S v S v S i o |
Part Mirroring

§"3Optional port 8 Fixed port Ese;:rm port §17Aggregaton port  Selectall Selectall others Cancel

Port Isolation

Port Speed Limit Description: Status: Do Not Modfy
+ VLAN Management Rate: | Do Not Modiy v Duplex Mode: | Do Not Mogy
+ Faut 1 Satety ooy )

| portvist
+ System Management 2obhsts
t PSE System Rort Description Status Rate Duplex Mode wTu Edit
' Enabled Auto Auto
+ QoS
Enabled Auto Auto 1522

+ EEE

Figure 4-1: Port List Information

The port list attributes show the current switch port configuration information:

1. Port: The number of the port.

2. Port Description: Displays the switch port description.

3. Port Status: The switch port status information; enabled or disabled.

4. Port Rate: Displays the switch port speed configuration; auto-negotiation or 10/100/1000.

5. Working Mode: Displays the switch port duplex configuration; auto-negotiation, full, or half duplex.

6. MTU: Indicates the maximum size of packets on the port.

14



4.1.2 Configuring port properties

Click the - icon to configure the selected port attributes:

Current User-admin Bl save Config Log Out

System Home Basic Settings
Quick Configuration .
Description: Select the port(s) you wantto configure. Click on individual ports or click and drag the mouse to select multiple ports.

= Port Management Note: If the parameters selected are not supported, the changes will not take effect.

Basic Seffings MTU(1522-10240): 1522 m

Storm Centrol Select a port to configure:
Flow Control T 2 3 5 6 7 8 s 10
-
Port Aggregaton wiwin]~ falwiwie il
Port Mirroring
Port Isolation 1" Optional port gl Fixed port J Selected port [17 Aggregation port  Selectall Select all others Cancel
Port Speed Limit Description: [nihso Status: [ Enabled v
+ VLAN Rate:[ 100M x Duplex Mode: | Auto v
sy A ]
Port List
+ System Management I
4 PSE System Port Description status Rate Duplex Mode MU Edit
1 Enabled Auto Auto 1522
+ Qos 2
2 Enabled Auto Auto 1522 z
+ EEE
3 Enatled Auto Auto 1522 z
nihao Enable 1 wto £
4 i Enabled 00 Aut 1522

Figure 4-2: Port Properties Configuration

Configure port properties as follows:
Step 1: Click the "Edit" icon .
Step 2: In the Port Properties configuration page, fill/select the value to be configured.

Step 3: Click the "Apply" button to complete the configuration.

4.2 STORM CONTROL

4.2.1 Check the storm control port settings

On the navigation bar, click "Port Management" and then "Storm Control" to view the current switch port storm
control information.

Current User:admin

System Home Storm Control

Quick Configuration
v drag the mouse o sebect multiche porty

mlatetalebalelelmn!

17 Oovonal port G Fives port P Setecten port [T Aggregaton port Selectall Select all others Cancel

Storm Control Type: | Disabind v Starm Control Value: [URE KEps, Vakie: multiples of 16 Dabwasn 16-1000000

+ VLAN Management I Port List
¥ Faul{ Salety Part Unihnom. unicest Broadcast Unknown multicast Edi
+ System Management 1 Cisamiea 2
<+ PSE System [ugables &
+ OoS
+ EEE 4 Disabled Oisabled 2

2 Yo 3

Figure 4-3: Storm Control List Information
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The list of ports shows the current storm control property values:

1.
2.

6.

Port: The number of the port.

Unknown-unicast: Unknown unicast packets control.
Broadcast: Broadcast packet control.
Unknown-multicast: Multicast packets control.

When the control value setting is not a multiple of 16, the system automatically matches the closest multiple of
16.

The control values of unknown-unicast, broadcast, and unknown-multicast, can only be a single value.

Clicking the corresponding port on the port panel selects the port to be configured.

Current User:sdmin B SawConlg
Starm Contral

System Home

Quick Configuration

Basic St

Sebect o port o configure:

ainl Iwielelnieim|m

Stoem Control

gaton oot Seleclal Seleclall others Cancel

i 1 Storm Control Type: | Unknown-unicast v Storm Control Value: 32 (Unit kbps Value multiples of 18 between 18- 1000000
Port Spoesd Linut m
+ VLAN Management I Port List
/
+ Foult/ Sofery Port Unknown unicast Hroadcast Unkinown muRicast Edit
<+ System Management . Disabisa sab
 PSE System 2 Disabled Disatiod Disabiod
+ QoS 3 » Disabled Disatied 2
+ EEE 4 Disable Disabled »
Dipaboed Disatied Disacie: g
Digal ) Dugal >

Figure 4-4: Configuring Storm Control Information

You can also select multiple ports for batch settings.

Curent User:admin

System Home Storm Control
Quick Conligurabion
and dray % 3¢l tiple port
Select a port to configure:
1 27 16 7 8 8 mw
DOmREROOO0O0
1 Cotional port G Fieed port G0 Selected port [T] Agpregaton ool Selectall Select alloihers Cancel
Pon Isalaticn storm Control T;’ Storm Control WIHE (Unit kops, Value: multpies of 16 betaeen 16-1000000
+ VLAN Management I Port List
 Fault I Safety Port Unienown-unicast Droadeast Unicnow multicast Edn
+ System Management 1 Ditatsen Dtabied igabied .
t PSE System 2 Disabled Disabied Disabled 2
+ QoS ] 32 84 ]
+ EEE 4 Digatied &
cabie »
[ Disabled Disa )
At Diasoled & >

Figure 4-5: Bulk Edit Configuration Information
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After selecting the ports in the Storm Control port panel, set the unknown-unicast, unknown-multicast, and
broadcast values. For example, set the port 1 unknown-unicast storm control to 1009, and then click "Apply

Settings".

System Home

The system will autematically truncate your entry 1o the closest
muhtiple of 16,

R TEETIEL

B Saw Conlig

Current User:sdmin

Storm Control

L=
Cuick Configuration ER T
e 3 Sebect a port o configure:
1 2 3 4 5 6 7T B 9 10
| W AW W) 1
7 Cpsonal port T Fived port RS ot {17 Ag0regaton pot Sekectall Selctall others Cancel
Stoem Control Type: | Unknown-unicast Storm Control Value: (1603 (Uit ks, Valuw: mlbples
Pt Spaoed Limit
+ VLAN Management I Port List
+ Fauk 1 Safery Port Unknown-unicast Hroadcast Edit
<+ System Management Digabied 4
.
t PSE System Disabiod o
+ QoS ’
+ EEE 4 Disabéed 21 ligabie >,

Figure 4-6: Configuring Storm’ Control Information

The configuration displays as shown below:

I Port List
Port Unknown-unicast Broadcast Unknown-multicast
1008 Disabled Disabled
2 Disabled Disabled Disabled

Edit

Figure 4-7: Configuration Successfully Storm Control Information Flow Control

4.3 FLOW CONTROL

Click "Port Management" and then "Flow Control" to view the port flow control information on the switch.

Cuarront Useradmin

Flow Control
: Ealect e partis) you want fo configurs
. Note: I the parameters selected are ol sUpponed, 1
H Select a pon 10 configure:
5 8 i 2 3 4 5 78 0 w
i ialolelalerlo
Flow Control
Port Aggregation
§ ] Optanal port P Frena port i Sewctod part 777 Aggregation port - Selectall Solect all afhers Cancel
shon Flow Control Type:| G v
Por Speed Limit m
4+ VLAN Management I Port List
+ I Safety
t Pouit? S Port Flaw Control Operation Status Eait
+ System Management . »
+ PSE Syswem on
+ QoS on ;
+ EEE od
on

Figure 4-8: Flow Control Information
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4.3.1 Configuring flow control

To enable the port flow control function: Select the ports to enable traffic control, and then click "Flow Control".
Select "On" and click "Apply".

Curent Useradmin

System Home Flow Control
Quick Configuration
- Descript Seiect e portis) you want
Hte: 11 s parametens sekeclad are not & et
Select a pot bo configure
o EIEE 10
4 peiwiwiwiwiw]mie
§7] Octonal port P Fied port P Selected port §7] Aggregation port Select all Select all others Cancel
P isolation [ Frow Contror Type: Cnl v/
Pon Spead Limit m:l
<+ VLAN Management I Port List
} |
¥ Pauit! Sufty Part Flaw Control Operation Status Edit
<+ System Management " an an
<+ PSE System 2 on o x
+ Qs 3 on on 2
+ EEE 4 on on a
o "
o on

Figure 4-9: Open Port Flow Control Function

To enable port traffic control, follow these steps:

Step 1: Select the port.

Step 2: Set the "Flow control" to “On”.

Step 3: Click "Apply".

View the port list to check that the configuration is successful:

Currond Usesadmin

Systam Hoine Flow Control
Quick Configuration ===
£ Note: If e pars s B cXnas B -
Slct @ pon 1o configure:
1 2 3 & 5 & T 8 § w
1§ feiwiwiwiwiwimim
L"-'r- onal port ﬂ Fixed port ﬂff. ®cbedd port .L: Aggregation port  Selectall  Select all others Cancel
Flow Control Type: | On .

t VLAN Management I P Lia
+ Fault/ Safety Port Flow Contral Operation Status Edit
+ System Management ' on )
+ PSE System 2 on on %
+ Qas 3 of
+ EEE of

Figure 4-10: Port Flow Control Status

18



To modify the port flow control function: Click on the port traffic control list corresponding to the rear port of the

" Z " putton in the Port Settings page "Flow Control Type" select "Off", "Apply Settings":

Current User:admin () Log Out
Flow Control

System Home

Quick Configuration

port{s) you want to configure. Click on individual ports or click and drag the mouse to select muitiple ports
cted are not supported, the changes wil not take effect Changing the flow contral of the port will cause the port 1o be down and then up.

Jescription: Selec

Note: If tne parame!

Basic Settings Select a port to configure;
Storm Control 2 3 4 85 6 7 8 9 10
e |ED;JDD3_EDD:II:
Port Agg

"} Optional port Fixed port Selected port [1]Aggregation port  Selectall Selectall others Cancel
Port Mimoring i = = i

PortIsolation | Fiow control Type: oF v |

Port Speed Limit apply |

+ VLAN Management I e
+ Fault/ Safety Port Flow Control Operation Status Edit
<+ System Management 1 of oF &
+ PSE System 2 on of i
+ QoS 3 of of @
+ EEE 4 o ot ™
o oft 7
6 or or _';

Figure 4-11: Close the Port Flow Control

Close port traffic control, follow these steps:
Step 1: Select the button to the right of the port or directly selected port;
Step 2: In the "Flow Control Type" select off;

Step 3: Click "Apply".

4.4 PORT AGGREGATION

4.4.1 Viewing port aggregation configuration

Click "Port Management" "Port Aggregation" to view the current switch configured port aggregation information:

Current Useradmin

Syslem Heme Port Aggregation

Quick Configurabon - - .
iption: Por aggregation aliows mutinle Dorts 10 be combined i form 8 singie ingical ink. EBCh proce £an coNtHn 0o 10 & pOrts. Member ports assume network traffe by Shunting nies.

Losd Balancing: [mac m

Aggregation 10 (1.8);
select a pen to configure:

# 10
i idsiginf

Pon Miranng

Pont Isalatan 77 Octionad port. G Focea pont g Se t [1]Apgregancripon Selectall Sabectall others Cancel
Port Speed Lirit Aggregation Typa: | Not Saiacted .
+ ¥LAN Management m m
+ Fault / Safety I Aggregation List
+ System Management Aggregation 10 Aggregation Type Number of Ports Member Port Edil
+ GoS Fimt Pravicas [1] Mea? Lasty PG
+ EEE

Figure 4-12: Aggregation Port Configuration Information
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In the port aggregation list which shows the current switch port configuration information for the polymerization

properties:

1. Aggregation number: display link aggregation group number value;

2. Load Balancing: Displays the current link aggregation group load balancing judgment condition;

3. Aggregate types: Displays whether to use a polymerization port LACP protocol;

4. Member ports quantity: Displays the number of ports in the link aggregation group contains a total of member
port: Displays the current port link aggregation group member prompt

5. Each aggregate port can bind up to eight member ports, port to transfer data among members of the network
traffic through the shunt rules.

6. Port aggregation group must ensure that the port speed, duplex, port state agreement, or can not ATTACH after

configuration.

4.4.2 Add port aggregation

Enter aggregation port number, select the desired aggregation port, select aggregation type, click "Apply".

Current Useradmin

Aggregation 10 (1.8]
Salect a por 1o configure:

ORENOOO00O0

Selectall Seloctall others Cancel

73 Optioral port R Foied port i Selectec port 177 Aggregaton port
Fort Speed Limi Aggregation Type:

+ VLAN Management Cancel

b Fault/ Safaty | Awpregation List

+ System Management Aggregation 1D Aggregation Type Number of Parts Member Poat Edil
+ Qes First Previous [1] Mext Lasty

+ EEE

Figure 4-13: Port Aggregation Configuration Area

Increase port aggregation, follow these steps:

Step 1: Select the option to load the shunt in the load balancing list.

Step 2: Enter the number in the "Aggregation number" in.

Step 3: Select the aggregated ports in the panel.

Step 4: Select the aggregation type.

Step 5: Click the "Apply" button to complete the configuration.
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4.4.3 Modifying port aggregation

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the port aggregation
port aggregation group corresponding modification:

Current Userzadmin

System Home Fort Aggregation
Quick Configuration = 2 =
jon: Port agpreganon alicws multinle ports i be comsined bo form a single logcal ink. £3ch group ¢ contin up to  ports. Member ports assume network rafe by shunting rules
Load Batancing: ma v m
Basic Sait
Aggregation 1D (1-8); 2
Sobect & port 1o conligure:
Flow Contral o . -
2 3 p 5 87 8 9w
v Y T o gt
Port Aggregaton HER7 37 3 FRW MMy
Pont Mironng
P {73 Otioral port. P Fixea port g Selected port [T] Agpregation pon  Select all - Selectall others  Cancel
Port Speod Lt Aggregation Typs: | Suat
+ VLAN Management
4 Fault / Safety I Aggregation List
+ System Management Aggregation ID Aggregation Type Number of Ports. Mamber Part Edat
+ QoS st 2 23 X
+ EEE First Previous [1] Next Lastt 1Page

Figure 4-14: To Modify the Port Aggregation
Modify Link Aggregation Procedure:
Step 1: In the "Aggregation List Click to modify the right of the port aggregation,

Step 2: In the port aggregation configuration page to modify the load balancing type and click Next to "Apply".

Step 3: Select the port to be added to the aggregation port.

Step 4: Click the "Apply" button to complete the configuration.

4.5 PORT MIRRORING

4.5.1 Port mirroring configuration

Click "Port Management" "Configuration of Port Mirroring "Port Mirroring" view of the switch:

Current User:sdmin

System Home Port Mimoring
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Figure 4-15: Port Mirroring Configuration Information

In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring group: mirroring group ID, can be configured up to seven mirroring group;

Source Port: The port forwarding on the source data is mirrored to the destination port;
Destination port: mirror data sent to the destination port.

1. Port aggregation port can not be used as the destination port and source port;

2. Destination port and source port can not be the same;

3. Same group mirroring group can have only one destination port.

4.5.2 Add port mirroring group

On the panel, select "Source Port" and "Destination Port" add port mirroring group.

Current Usaradmin

System Home Port Mirrering

Quick Configuration
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£ Cotional port B8 Fied port Seiected pont 1] Aggregason pont [T Miroring Group  Sedectall Select all others  Cancel
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| 4 5 &
Port Speed Limit o~ .

+ VLAN Management

F Fault | Safety 30 ort R Fived parl 50 Selested port §T3 499 nport

+ System Management m Mirroring er

+ PSE System | sauroring port ise

+ Cos Mirraring Group Source Port Destination Port Edit

+ EEE Bl Previous (1] Next Lastl 1 1Page

Figure 4-16: Add Port Mirroring Group
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Figure 4-17: Add Port Mirroring Group Results
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Port mirroring configuration steps are as follows:

Step 1: Select "Source Port",

Step 2: Select "Destination Port",

Step 3: select mirroring group,

Step 4: Click "Apply".

Configuration instructions:

1. On the switch can be configured 7 mirroring group.

2. Aggregated port mirroring can not be configured are shown in gray in the panel.
3. Has been selected port mirroring port, displayed in the faceplate is gray.

4. Aggregated port mirroring can not be configured are shown in gray in the panel.

5. Has been selected port mirroring port, displayed in the faceplate is gray.

4.5.3 To modify the port mirroring group

Select the group to modify, click on the action bar " 2 " button. Modify the corresponding mirroring group.

Current User:admin

Port Mirroring

Choose the source port:(2:

Port Mirrcring

Port Isclation sihog

Port Spesd Limit

wlisids minkad

+ VLAN Management

+ Fault | Safety §J ontenat part G Fea port
+ System Management m m

<+ PSE System I Mirroring Post List

+ EEE

+ Qos Mirraring Groug Source Part Destnation Port

Figure 4-18: To Modify the Port Mirroring Group
Modify the port mirroring configuration steps are as follows:

Step 1: In the image you want to modify the operation of the group column, click on " " ";
Step 2: Add or remove the corresponding port in the panel;

Step 3: Click "Apply".
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4.5.4 Delete a port mirroring group
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Figure 4-19: Delete Port Mirroring Group
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Figure 4-20: Deleted Successfully Port Mirroring

Remove port mirroring configuration steps are as follows:

Step 1: In the image you want to modify the operation of the group column, click" 2 ";
Step 2: In the panel, click Cancel the source port, destination port and then click Cancel;
Step 3: In the panel, click Cancel the source port, destination port and then click Cancel;

Step 4: Click "Apply".
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4.6 PORT ISOLATION

4.6.1 Port isolation configuration

Click "Port Management" "Configuration of Port Mirroring "Port Isolation" view of the switch:
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Figure 4-21: Port Isolation Configuration Information

4.6.2 Configuring port isolation

Open Port Isolation function: select the port on which you want to open port isolation, click the "Port Isolation Type"
Select "On", "Apply".
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Figure 4-22: Enable Port Isolation Function
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Figure 4-23: Enable Port Isolation Results

4.6.3 Modify the port isolation

Select the port to modify, click on the action bar " # " button. Modify the corresponding port isolation.
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Figure 4-24: To Modify the Port Isolation
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4.7 PORT SPEED LIMIT

4.7.1 View port rate limit

Click "Port Management" "Port Speed Limit" switch to view the current port speed configured information:

Current User-admin B saveConfig
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Figure 4-25: View Rate Configuration Information

In the port speed list which shows the current speed limit switch attribute configuration information:
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

4.7.2 Configure port access rate

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed bar.
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Figure 4-26: Configure Port Rate Limiting Entrance
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Figure 4-27: Port Entrance Speed Limit Results
Entrance port rate limiting configuration steps are as follows:

Step 1: Click on the right side of the port " L Icon or select multiple icons;
Step 2: Set rate limiting strip port value;

Step 3: Click the lower right corner "Apply" button to complete the configuration.

4.7.3 Remove the port speed limit

Click the need to remove the limit on the right porticon " in the configuration area of the port rate value pull bar to
the far right, "Apply" to complete the operation.

Current User:admin B savecConfig

System Home Port Speed Limit

Quick Configuration ; "
Description

Select the port(s) you want to configure. Click on individual ports of click and drag the mouse to select multiple ports.
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Figure 4-28: Remove the Port Speed Limit

Remove uplink port rate limiting steps are as follows:
Step 1: Click on the right side of the port icon;
Step 2: In the area of the port rate configuration value rate strip pulled to the far right;

Step 3: Click the "Apply" button to complete the configuration.
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5

VLAN MANAGEMENT

5.1 VLAN MANAGEMENT

5.1.1 Check VLAN configuration information

Click on the navigation bar "VLAN Management" "VLAN Management" "VLAN Settings" to view the switch

configured:

Syatem Home VLAN Settings Pon Mode
Cuck Configurabion | vian
+ Part Management VLAN ID VLAN Hama Tag Pon Untag Port Edit
~ VLAN Manag 1 1 gstaut 2
VLAN Management 0 NewVLAN D Dobete VLAN Fitst Previotss [1] Mext Lastt
ok a VLAN
ance VLAN
+ Fault/ Safety
+ System Management
+ PSE System
+ QoS
+ EEE

Figure 5-1: VLAN Configuration Information

In the VLAN list which shows the properties of the configuration information of the current switch VLAND:

1.
2.
3.

VLAN ID: VLAN ID value is displayed;

VLAN Name: The name of the VLAN, the default VLAN ID to name;
VLAN IP address: Displays the switch's management IP;

Port: Displays the port VLAN that exist.

By default, all ports belong to VLAN 1.
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5.1.2 Adding a VLAN

Click "New VLAN" button, you can increase the VLAN configurations:

System Home VLAN Sattings Port Mode

Quick Configuration
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Figure 5-2: Adding a VLAN

Adding a VLAN, follow these steps:

Step 1: Click "New VLAN" connection;

Step 2: Value added VLAN VLAN ID of the page to fill in;
Step 3: Select the ports;

Step 4: Click the lower right corner "Apply" button to complete the configuration.

5.1.3 Remove VLAN

5.1.3.1 Single VLAN delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN, if the VLAN do not have ports, you can
directly delete the VLAN; if the VLAN have some ports, you must be remove the ports in the VLAN firstly and then
you can delete the selected VLAN.

Please remove the port in the vian
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Figure 5-3: Delete a Single VLAN
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5.1.3.2 Delete multiple VLAN

First select the VLAN you want to be deleted before the checkbox, then click "Delete VLAN" button to delete the
selected VLAN, if the VLANs have some ports the VLAN can not be removed because of there are member ports. The

others will be removed.

dlgle|-|e|o|r|ER Are you sure you want to delete the VLAN?
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cancle
System Home VLAN Seftings Port Mode
Cck Configuration I VLAN
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Figure 5-4: Delete Multiple VLAN

Delete multiple VLAN, follow these steps:
Step 1: | want to delete VLAN check box;
setp2: Click on the bottom left "Delete VLAN" connection;

Step 3: Confirm delete.

5.1.4 Editing VLAN

5.1.4.1 VLAN port to a VLAN

Click on the icon can be added to the selected port in the VLAN:
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Figure 5-5: Add the Port to the VLAN
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Add the port to the VLAN, follow these steps:
Step 1: Click" » "icon.
Step 2: Selected to join the ports in the port panel.

Step 3: Click the lower right corner "Apply" button to complete the configuration.

5.1.4.2 Toremove the port from a VLAN

Click on the icon, you can remove the port from this VLAN:
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Figure 5-6: To Remove the Port from the VLAN

Procedure to remove the port from VLAN as follows:
Step 1: Click on the icon " .~ ";
Step 2: Remove the port to be removed from the port panel;

Step 3: Click on the lower right corner of the "Apply" button to complete the configuration.
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5.1.5 View port mode

Click on the "VLAN Management" "Port Mode" view switches has been configured port mode information:
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Figure 5-7: View Port Mode Configuration Information

Displayed in the port mode list is the property value of the port configuration of the current switch:
1. The port name: display port number used;

2. The Native VLAN: display native VLAN:

3. The allowed VLAN: the VLAN allows the display message can be through VLAN;

4. The default port is 1 VLAN native VLAN.

5. The default port mode is access.

5.1.6 Change the port mode is trunk

Select the port you want to change the mode and click the "Port Mode" list, you can set the port mode is trunk:

Cusrrent Useradmin

System Home VLAN Settings Port Mode

Cueck Configuration

+ Port Management

Pont Port Mode Native VLAN Edit

<+ System Management

Figure 5-8: Change the Port Mode is Trunk
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The steps to set port mode is trunk are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: trunk;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN is empty, if you want to allowed the native
VLAN, you must be configure allowed the native VLAN;

Step 5: Click on the lower right corner of the "Apply" button to complete the configuration.

5.1.7 Change the port mode is hybrid

Select the port you want to change the mode and click the "Port Mode" list, you can set the port mode is hybrid:

Settangs saved!
Cisment Usessadmin

System Home VLAN Sattings Port Mode
Duck Configuration
+ Port Management
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Figure 5-9: Change the Port Mode is Hybrid

The steps to set port mode is hybrid are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: hybrid;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN 1, if you want to allowed the native VLAN, you
must be configure allowed the native VLAN;

Step 5: Click on the lower right corner of the "Apply" button to complete the configuration.
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5.2 VOICE VLAN

5.2.1 View voice VLAN information

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN Global" to view the switch configured:

Current User:admin

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address

Quick Configuration

Bl save Config

I Voice VLAN Global

+ Port Management Note: Surveilance YLAN ID and Vioice VLAN ID can not be the same
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Figure 5-10: View Voice VLAN Information

5.2.2 Configure voice VLAN global

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN Global" to configure the voice VLAN;

Current User:admin

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
Quick Configuration I Voice VLAN Global
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Figure 5-11: View Voice VLAN Information

To configure the voice VLAN global steps as follows:

Step 1: In the voice VLAN state TEXT BOX, click ON the "OFF" to "ON",
Step 2: In the voice VLAN ID text box, enter the ID, such as 900;

Step 3: In the voice VLAN COS text box, choose 6;

Step 4: In the aging time text box, enter aging time, such as 1000;

Step 5: Click "Apply".
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5.2.3 Configure voice VLAN port

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN port" to configure the voice VLAN port;

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
Quick Configuration I Voice VLAN Port
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Figure 5-12: Configure Voice VLAN Port
To configure the voice VLAN port steps as follows:
Step 1: Select ports to configure,
Step 2: In the state text box, choose enable;
Step 3: In the mode text box, choose manual;

Step 4: Click "Apply".

5.2.4 Configure voice VLAN OUI

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN OUI" to configure the voice VLAN OUI;
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Figure 5-13: Configure Voice VLAN OUI
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To configure the voice VLAN OUI steps as follows:

Step 1: In the OUI address text box, enter OUl address, such as 00-b0-1E-00-00-00;
Step 2: In the mask text box, enter the mask, such as FF-FF-FF-00-00-00;

Step 3: In the description text box, enter the description, such as testOUI;

Step 4: Click "Apply".

5.2.5 Voice device address

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice Device Address" to view the voice device:

Current Usersdmin

System Home Voice VLAN Global Voice YLAN Port Voice VLAN OUI Voice device address
Cusck Configur:
ek Conigurationt i Voice device address List
+ Port Management Port Voice Device Address Start Time.
I — VLAN Management 3 008018000010 0014
VLA Managemsnt First Pravios 8] Neat Lash .

Wemce VLAN

# Systam Managemant

+ PSE System

+ Qo=

Figure 5-14: Voice VLAN Address

5.3 SURVEILLANCE VLAN

5.3.1 View surveillance VLAN information

Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to view the switch
configured:

Current Uses-admin

Systern Home Surveillance VLAN Port Surveillance VLAN

Quick Configuration
| susveinance vian

+ Port Management rvellance VLAN ID

Survaitance VLAN: | (L

Surveiiance VLAN 1D

Vosce VLAN Surveillance VLAN Cos: | § v

Surveillance VLAN Aging Tame: 720 155535 min
+ Fault/ Safety m
+ System M. l MAL Satn a Dovics

+ PSE System

ore device(s) for Auio SurvelEante VLAN by user-defined configuranon 2s below

- QoS 2 Maxdm e-dafined OUL is 16 entries
+
4+ EEE User-defined MAC Setting Auto Survelllance VLAN Summary
Componant Typs: | Videc Managsmen Sarver L Description: 10 ehary)
MAL Adress: (g D007 0203 000K Mask: 0.0, FFFF.FFO0.0000;
Component Type Description MAC Address Mask

Figure 5-15: Surveillance VLAN Information
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5.3.2 Configure surveillance VLAN
Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to configure the switch

surveillance VLAN.

Current User:admin B s Goniig

Sysiem Home Surveillance VLAN Port Survelllance VLAN

Quitk Configuration
| surveimance vian

+ Port Management Mobica: 1. Suneliancs VLAN I0 3nd Voiea VLAN 1D £34 not ba thé sama
I = surveiance VLAN: (SETI
Survedllance VLAN 1D: o0 | 2-4034
Vewes VLAN Survelllance VLAN Cos:| £ ’
Surveillance VLAN Aging Time: 720

+ Fault | Safety

 System Management | wac sonings ana surviiance Device

F PSE System Tip: 1. To o Survetiance VLAN by user-defined cenfiguraticn as Delow
b GoS Mty antries
+ Qo!
+ EEE User-gefined MAC Seming Auto Surveilance VLAN Summary
‘Compenant Type: | Video Managemant Senver b Description: ars)
MAC Address: o3 0001 mask: 6.0 FFFEFFO0 0000
Componant Type Description MAC Addross Mask

Figure 5-16: Configure Surveillance VLAN

To configure the surveillance VLAN steps as follows:

Step 1: In the surveillance VLAN TEXT BOX, click ON the "OFF" to "ON",
Step 2: In the surveillance VLAN ID text box, enter the ID, such as 500;
Step 3: In the surveillance VLAN COS text box, choose 3;

Step 4: In the aging time text box, enter aging time, such as 500;

Step 5: Click "Apply".

5.3.3 MAC settings and surveillance device

Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" "MAC Settings and
Surveillance Device" to configure the user-defined MAC settings.

Current User:admin

System Home Surveillance VLAN
Quick Conhguration i N

Notice: 1. Survailiance VLAN ID and Vosce VLAN ID a0 not be he same
| Port Managemant Surveimance viaN: SETID

Survalllance VLAN I0: &

Surveillance VLAN Cos:| &

Aging Time: 70 165535

Voice VLAN
Surveillance VLAN m

| MAC satings and Surveillancs Device

ed

Protoction

. User-defined MAC Setting Auto Survelllance VLAN Summary
Loopback Detection
TP Component Typs: | Video Management Server - Descripton: zha
MAC Address: k0. 00G1 0203 0000 Mask: & . FFFF FFO0 0000
+ System Management Component Type Description MAC Address Mask
i PSE System | it Managoment Sarer toath A F %

+ Gos

Figure 5-17: Configure the User-defined MAC Settings
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To configure the surveillance VLAN steps as follows:

Step 1: In the component type EXT BOX, choose video management server;

Step 2: In the description text box, enter testOUI;

Step 3: In the MAC address text box, enter MAC address, such as 00A1.0203.0000.
Step 4: In the mask text box, enter the mask, such as FFFF.F000.000,

Step 5: Click "Apply".

5.3.4 MAC settings and surveillance device
Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" “

MAC Settings and Surveillance Device" to view the information:

Current Uses :admin

Surveillance VLAN

1. Sunveaance VLAN ID and Voice VLAN ID can ot bé e same

Swrveilance VLAN: T
Survellance VLAN ID: &

Survellance VLAN Cos:| 5

Voice N
Surveilance VLAN

+ Fault | Safety | MAC Setfmgs and Surveiiance Device

Aging Tema: 120

+ System Management

ntries
+ PSE System
+ Qos User-defined MAC Setting Auto Surveillance VLAN Summary

+ EEE Port Component Ty pe Description MAC Address Start Tine

Figure 5-18: Configure the User-defined MAC Settings
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6 FAULT/SAFETY

6.1 ATTACK PREVENTION
6.1.1 ARP snooping

6.1.1.1 View ARP configuration

Click the "Fault/Safety" "Attack Prevention" "ARP Inspection" to check the current switches has been configured for

ARP information, this feature is turned off by default.

Current User:admin B saveconfig ) LogOut

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

-
Quick Configuration ARP Inspection

+ Port Management Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks

tion: This feature can be used to protect equipment from ARP attacks
< VLAN Management

I R i After enabling ARP Inspection, you can select trusted ports
Attack Prevention

Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
|EEE 802 1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-1: View Port ARP Inspection Information

6.1.1.2 ARP inspection function

In the ARP Inspection configuration, enable this function and then selected a port to configure some parameters.
Click the "Save" button to complete the configuration.

Current User:admin B saveConsig O LogOut
‘ System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
figur.

Quick Configuration I ARP Inspection
+ Port Management Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks
+ VLAN Management ARP Inspection: This feature can be used to protect equipment from ARP attacks
= Fault/ Safety

Attack Prevention

r'4

Path Detection Soloct-a-port Hig

Port Error Disable é é é é ﬂ é é é 9 10

DDOS Protection o

Loopback Detection =

- §2Optional port G Fixed port G Selected port {17 Aggregation port  Selectall Select all others Cancel 3

ST

Access Control Rate Limit: | Enabled v Rate Packet Limit: 50 (1-50 pps

IGMP Snooping Trust Status:| Enabled v Validate: ¥Dst-MAC WP ¥ISrc-MAC

\EEE 802.1X Destination MAC Check: | Enabled v Source MAC Check:| Enabled v

1P Check:| Enabled v Allows Zeros: | Enabled v

<+ System Management %
+ PSE System | state ortne arP tabie
+ QoS Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Aliow Zeros Edit
+ EEE r 1 Trusted 50 Enabled Enabled Enabled Enabled Pl

Figure 6-2: ARP Inspection Configuration
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Figure 6-3: Change ARP Inspection Configure

I State of the ARP table
Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
| 1 Trusted 50 Enabled Disabled Enabled Enabled 74
2 Untrusted None Disabled Disabled Disabled Disabled 4
3 Untrusted None Disabled Disabled Disabled Disabled 4
4 Untrusted None Disabled Disabled Disabled Disabled =z

Figure 6-4: Change ARP Inspection Configure Success

6.1.1.3 Disable ARP inspection function

In the ARP Inspection configuration table, click the button from on to off to disable the ARP Inspection and then click
the "OK" button to complete the configuration.

Are you sure you want to disable ARP Inspection?

[E|e==

Figure 6-5: Disable ARP Inspection Function
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6.1.2 Port security

6.1.2.1 Configuration port security

Click the "Fault/Safety" "Attack prevention" "Port Security", configure the switch port security:

Current User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration I Port Security
+ Port Management Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will wam and discard the message
+ VLAN Management when exceed the limited port MAC number.
I = Fault/ Safety @ ) Aner enabling Port Security, you can select trusted ports.
Attack Prevention
Path Detection Select a port to configure:
1 2 3 4 5 6 7 8 9 10
Port Error Disable
RO

DDOS Protection

Loopback Detection
= {7 Optional port §J Fixed port i Selected port {17 Aggregation port  Selectall Selectall others Cancel

sTP
Access Control Admin State:| Disabled v Max Learning Address: (1-256)
IGMP Snooping Action: Discard
IEEE 802.1X
AAA
I Port List
+ System Management
Port Admin State Max Learning Address Action Edit
+ PSE System
1 Disabled No limit discard j
#Q08 2 Disabled No limit discard 2z
+ EEE 3 Disabled No fimit discard 2z
4 Disabled No fimit discard 2

Figure 6-6: Port security configuration

In the configuration page, selected one or more ports, enable the admin state and configure the port max learning
address. Then, click "Save" button.

Figure 6-7: Port Security Manual Configuration
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6.1.2.2 Change port security status

In the port list, select the port to edit, change the some parameters or disable the port security and click the button
of "Save".

when exceed the limited port MAC number.
@CEI ) Arer enabling Port Security, you can select trusted ports
Attack Prevention
Path Dataction Select a port to configure:
1 2 3 4 5 6 7 8 9 10
Port Error Disable ) L8
WO
DDOS Protection
Loopback Detection
P §_7Optional port § Fixed port i Selected port 717 Aggregation port  Selectall Selectall others Cancel
STP
Access Gontndi Admin State: | Disabled @ Max Learning Address: (1-256)
Action: Discard
IGMP Snaoping e
AAA
| portust
+ System Management
Port Admin State Max Learning Address Action Edit
<+ PSE System
1 Disabled No limit discard
+ QoS 2 Enabled 256 discard ;
+ EEE 3 Enabled 256 discard 2
4 Enabled 256 discard »
5 Enabled 256 discard 2
6 Disabled No limit discard >
7 Disabled No limit discard 2
8 Disabled No limit discard 2

Figure 6-8: Change Port Security Status

6.1.3 DHCP snooping

6.1.3.1 View DHCP snooping configuration

Click the "Fault/Safety" "Attack Prevention" "DHCP Snooping", the configuration information show the anti DHCP
attack:

Tent User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
Quick Configuration | e
+ Port Management Description: DHCP snooping will fiter untrusted DHCP messages
+ VLAN Management =
m‘ After enabling DHCP snooping, you can select frusted ports.
Attack Prevention | siovar setings
Path Detection VLAN: 1-4094 (1-4094)

Port Error Disable Remote 1D: 00:0:4c:00:30:67 (1-63 chars) (Keep empty to set default)

Loopback Detection
sTP Port Property Binding List Option82 Circuit ID

Access Control
Select a port to configure:

IGMP Snooping

1 2 3 4 5 6 7 8 9 10
IEEE 802.1X §d 55 B0 0 0 0 Y 5 [ el
AAA

+ System Management "7 Optional port G Fixed port P Selected port {13 Aggregation port  Selectall Selectall others Cancel

+ PSE sys‘em Trust state: Do Not Modify v Option82 State: Do Not Modify v
Action:|Do Not Modity v
o =
+ EEE
Port Trust Status Option82 State Action Edit
1 Untrusted Disabled drop 74

Figure 6-9: View Anti DHCP Snooping Configuration Information
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Display refresh configuration information.

6.1.3.2 Open DHCP snooping function

Click on a "Fault/Safety" "DHCP Snooping" click the button to open the DHCP snooping:

Current User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration l DHCP Snooping

+ Port Management Jescription: DHCP snooping will filter untrusted DHCP messages.

<+ VLAN Management = -
@@ Aner enabling DHCP snooping, you can select trusted ports.

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

<+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-10: Activation of DHCP Snooping Function

6.1.3.3 Set the port to DHCP snooping trusted port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click the "Apply"
button and enable option82 function.

Current User:admin B save Conng O rogout

+ Port Management on: DHCP snooping will fitter untrusted DHCP messages.

+ VLAN Management S—
[ on ] After enabling DHCP snooping, you can select trusted ports.

I Global Settings

Aftack Prevention

Path Detection VLAN: 1-4094 (1-4094)

Port Error Disable Remote 1D: 00 «0:4e:00.30:67 1-63 chars) (Keep empty 10 set defauit)
DDOS Protection Apply

Loopback Detection
sTP Port Property Binding List Option82 Circuit ID

Access Control
Select a port to configure:

IGMP Snooping - S T 8 P
IEEE 802 1X P Rird  Raieivie Suird vir o o |
AAA

+ Systen Marageriert {3 Optional port § Fixed port §f Selected port {7 Aggregation port  Select all Select all others Cancel

+ PSE System Trust state: | Trusted v Option82 State: | Enabled v
Action: | Drop v
+ QoS
Apply
+ EEE
Port Trust Status Option82 State Action Edit
Untrusted Disabled drop 2
2 Untrusted Enabled drop 2
| 3 Trusted Enabled drop 2
4 Untrusted Disabled drop 2

Figure 6-11: Disable Anti-lllegal DHCP Server Functions and Enable Option 82

The activation of anti DHCP attack function, is the port setting for trust status;

Disable - preventing DHCP attack, is set to a non-trusted state port.
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6.1.3.4 The trusted port gets the IP address

Click "Binding List" to view the list information.

DHCP Relay CPU Guard

System Home ARP Inspection Port Security DHCP Snooping

Quick Configuration I DHCP Snooping

+ Port Management scription: DHCP snooping wil fiter untrusted DHCP messages.

<+ VLAN Management -
[“OoN ) After enabling DHCP snooping, you can select trusted ports

= Fault/ Safety

Attack Prevention | Giova setinas
Path Detection VLAN: 1-4094 (1-4094)

Port Error Disable Remote ID: 00: ¢0: 4¢:00:30:67 (1-63 chars) (Keep empty to set default)

Loopback Detection

sTP Port Property Binding List Options2 Circuit ID

Access Control
type Lease Time (s)

Port VLANID MAC Address P
IGMP Snooping

5 C 9A D552 92.168.1.102 Snooj 712
\EEE 802.1X 5 1 BCEE 7B9AD! 192.168.1.1 DHCP Snooping 120
First Previous [1] Next Lasti /1Page

AAA
+ System Management
+ PSE System

+ QoS

+ EEE

Figure 6-12: View the IP Address that the Trusted Port Gets

6.1.3.5 Configure CID information

Click the "Option82 Circuit ID" button, configure the CID information:

Current User:admin Log Out
System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
Quick Configuration I DHCP Shooping
+ Port Management cription: DHCP snooping will fiter untrusted DHCP messages
<+ VLAN Management
[oN ) After enabling DHCP snooping, you can select trusted ports.

Attack Prevention I G

Path Detection VLAN: [1-4094 (1-4094,

Port Error Disable Remote ID: /00: ¢0:4¢:00:30:67 __ |(1-63 chars) (Keep empty to set default)

TSN . |

Loopback Detection

STP Port Property Option82 Circuit ID

Access Control

Port VLANID MAC Address P Mask type Lease Time (s)
IGMP Snooping
5 CEE 7B9A D552 92.168.1.10: Snooping 712
IEEE 802.1X 2 1 BCEE.7B9ADS52 192.168.1.102 DHCP Snooping 120
z First Previous [1] Next Lasti /1

+ System Management
+ PSE System
+ QoS
+ EEE

Figure 6-13: CID Information
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6.1.3.6 Off DHCP snooping function

Click the "ON" button, will prevent the DHCP attack function off:

Figure 6-14: Off DHCP Snooping Function

6.1.4 CPU Guard

Click the "Fault/Safety" "Attack prevention" "CPU Guard", the configuration information show the CPU guard.

Current User:admin

System Home: ARP Inspection Port Security DHCP Snooping DHCP Relay

Quick Configuration I CPU Guard

+ Port Management Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network

+ VLAN Management
Cpu Port Bandwidth (84-500): 500 jops

— Fault ! Saf P
aul afety Cpu Protect Manage 1-500): 500 jops

Attack Prevention Cpu Protect Route idth (1-500): 200 s

Path Detection Cpu Protect Protocol Bandwidth (1-500): 500 Iops.
Port Error Disable
DDOS Protection
Loopback Detection
sTP
Access Control
IGMP Snooping
IEEE 802.1X
AAA
+ System Management

+ PSE System

+ QoS

+ EEE

Figure 6-15: CPU Guard Information
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Change CPU guard configuration:

System Home

Quick Configuration

+ Port Management
<+ VLAN Management

I = Fault/ Safety
Attack Prevention

Path Detection

ARP Inspection

I CPU Guard

Port Error Disable
DDOS Protection

Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AnA

I — System Management

Current User:admin

Port Security DHCP Snooping

DHCP Relay

Cpu Port Bandwidth (64-500)4 |500 nps

Cpu Protect Manage Bandwidth (1-500)3 |so0 pps

Cpu Protect Route Bandwidth (1-500)§ 200 pps
Cpu Protect Protocol Bandwidth (1-500)3 500 pps 1

CPU Guard

Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in netwark.

Figure 6-16: Change CPU Guard Configuration

6.2 PATH DETECTION

6.2.1 Path/Tracert detection

Click the "Fault/Safety" "Path Detection" or "Tracert Detection" can view the Path Detection configuration:

Current User:admin

System Home
Quick Configuration

+ Port Management

Ping Detection Tracert Detection

Description: Use the ping function to determine whether the network connection is functional and whether the hostis reachable

Destination IP 182. 168. 100. 32| “

Cable Detection

4+ VLAN Management

= Fault/ Safety Test Results
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snooping
IEEE 802.1X
AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-17: Path Detection Information
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System Home Ping Detection Tracert Detection Cable Detection

Quick Configuration

Description
Tracert detection can detect to the destination through the gateway, the function is used to detect whether can reach the destination and the path to the destination, if a destination unreachable, diagnose problems.
<+ Port Management

Ifthe testing is a domain name, it may need to wait for a long time (2-3 minutes), please be patient

<+ VLAN

Destination IP or domain name www. baidu. cea]

= Fault/ Safet

Timeout (1-10s) 2

Attack Prevention

Path Detection

Test Results

Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snooping
IEEE 802.1X
AAA
<+ System Management
<+ PSE System
+ QoS

+ EEE

Figure 6-18: Tracert Detection Information

6.2.2 Cable detection

Click the "Fault/Safety" "Path Detection" "Cable Detection" can view the Cable Detection configuration:

Current User:admin

System Home Ping Detection Tracert Detection Cable Detection

Quick Configuration
Please select the port to detect :

+ Port Management 1 2 3 4 56 6 7 8 9 10
TR
+ VLAN Management

§77 Optional port G Fixed port §g Selected port {17 Aggregation port  Selectall Selectall others Cancel
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection | Detect Result

Leopback Detaction port Test Result Cable Fault Distance (meters)
STP

Access Control

IGMP Snooping

IEEE 802.1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-19: Cable Detection Information
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The cable detection only selected one port:

System Home

Quick Configuration

+ Port Management
+ VLAN Management

Sa

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

ABA

+ System Management
+ PSE System
+ QoS

+ EEE

Tracert Detection

Ping Detection

Please select the port to detect :

34 8 8 7 8 8

1 2 10
OO EE

Cable Detection

§_Joptional port P Fixed port §iF Selected port 17 Aggregation port Selectall Selectall others Cancel

| oetect resur

Test Result

Group A: Cutting-out
Group B: Cutting-out
Group C: Cutting-out
Group D: Cutting-out

Cable Fault Distance (meters)

Group A: 0.83
Group B: 0.86
Group C: 0.83
Group D: 0.83

Figure 6-20: Port Cable Detection Result

6.3 PORT ERROR DISABLE

Collect port disable information, and can set the port auto recovery time.

Current User:admin

System Home

Quick Configuration

Port Error Disable

I Error Disable Automatic Recovery Configuration

<+ Port Management

<+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snocping
IEEE 802.1X
AAA
S8H
HTTPS

+ System Management
+ PSE System
+ Qos

+ EEE

Type Selection: #IBPOU Guard
Wlunicast Flood
WIARP Rate Limit

Timer Interval: 30

¥Broadcast Flood #Unknown Multicast Flood

#iPort security Violation #\DHCP Rate Limit
#Loopback Error

30-86400 5)

I Error Disable Table
Port

& Refresh

Error Disable Reason

Time Left

First Previous [1] Next Lasfl

/1Page

Figure 6-21: Error Disable Automatic Recovery Configuration
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6.4 DDOS PROTECTION

Click the "Fault/Safety" "DDQOS Protection" can view the DDOS protection configuration:

dge-cor
Current User:admin

System Home DDOS Protection

Quick Configuration
Do Type Selection:

<+ Port Management

-+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Loopback Detection
STP
Access Control
IGMP Snooping
IEEE 802.1X

Land Attack
TCP Xmascan
Ping Death Attack

Smurf Attack

ITCP SYN-FIN

Log Out

TGP Null Scan
'TCP SYN Src Port Less 1024

Figure 6-22: DDOS Protection Information

Selected dos type to prevent multiple computers from sending attack packets.

dge-=-cor ' _
Current User:admin

DDOS Protection a

System Home

Quick Configuration

<+ Port Management

DoS Type Selection: #/Land Aftack

#ITCP Xmascan
Ping Death Aftack

Smurf Atack.
TCP SYN-FIN

TCP Null Sean
TCP SYN Src Port Less 1024

=+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
DDOS Protection
Loopback Detection
STP

Access Centrol
IGMP Snooping
IEEE 802.1X

AAA

+ System Management

+ PSE System

+ Qes

Figure 6-23: Selected DoS Type



6.5 LOOP DETECTION

Click the "Fault/Safety" "Loop Detection" can view the current loop detection configuration:

nt User:admin

System Home
Quick Configuration
<+ Port Management

+ VLAN Management

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
STP

Access Control
IGMP Snooping
IEEE 802 1X
AAA

+ System Management
+ PSE System
+ Qos

+ EEE

Loopback Detection

[ OFF ]
Time Interval (1-32767): 10 sec

Loopback Detection:

Select a port to configure:

,‘ 2 3 4 E 5 7 8 9 10

{7 0ptional port i3 Fixed port §F Selected port {17 Aggregation port Selectall Select all others Cancel

State: Disabled

I Loopback Detection Port

Port Loopback Detection State Result Edit
1 Enabled Normal 2
2 Enabled Normal 2
3 Enabled Normal 2
4 Enabled Normal 2
5 Enabled Normal 2
6 Enabled Normal

Figure 6-24: View Loopback Detection Configuration Information

6.5.1 Enable loopback detection

Enable the loopback detection and configuration some parameters, click "Apply" button:

Current User:admin

System Home
Quick Configuration
<+ Port Management

+ VLAN Management

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
sTP

Access Control
IGMP Snooping
IEEE 802 1X
AAA

<+ System Management
+ PSE System
+ QoS

+ EEE

Loopback Detection

Loopback Detection: (LUl
Time Interval (1-32767): 10 sec

Select a port to configure:

7 8 9 10

5 6
v Joome £ vor fyvie § vov § v J oo 3 v e |l

{3 optional port i Fixed port P Selected port {17 Aggregation port  Selectall Select all others Cancel

State: Disabled v

I Loopback Detection Port

Port Loopback Detection State Result Edit
Enabled Normal >

2 Enabled Normal 2
3 Enabled Normal 2
4 Enabled Normal 2
5 Enabled Normal 2
6 Enabled Normai >

Figure 6-25: Enable Loopback Detection
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6.5.2 Choose the port to configure

Selected one or more ports to change the loopback detection status:

System Home
Quick Configuration

+ Port Management
+ VLAN Management
= Fault/ Safet
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snooping
|EEE 802.1X
AAA

Loopback Detection

Loopback Detection: (EELID

Time Interval (1-32767):[10

Select a port to configure:

1 2 3 4 5 6 7 8 9 10
EREREECOOOOO

{7 Optional port R Fixed port i@ Selected port {17 Aggregation port Selectall Selectall others Cancel

State: | Enabled v

| Loopback etection Port

Port Loopback Detection State Result Edit

1 Enabled Normal

Figure 6-26: Configure Ports Parameter

Click "Edit" button, change the port status:

System Home
Quick Configuration
+ Port Management

+ VLAN Management

Attack Provention

Path Datection

« Disable

Loopback Detection
s1P

Access Control
IGMP Snoopng
IEEE 802 1

AAA

+ System Management

Loopback Detection

tcopback Detacnion: (LS

Tiene baterval (1 32767 sec

Select 8 port 10 Coafigure:

~30ptional port g Fuea pon G Selocted pert [T A0pregaton pon  Selectall Select all omers Cancel

State: |

| toopback Detection Port

Port Loopback Detection State Result

1 Ousatiea Mormat

Noemat

Enatied

6.6 STP

Figure 6-27: Change the Port Configure

Click the "Fault/Safety" "STP" "STP Global" can view the current STP global configuration:

System Home
Quick Configuration
+ Port Management

+ VLAN Management

IGME Sncoping

IEEE 802.1X

AR

+ System Management

4 BEE Sustam

STF Global STF Port Settings

| spanning Tree siate Set

Spanning Trea State

| bodu set

bpou Set Fioogng v m
I Spanning Tras Mode Sof

Snanning Tren Moo RSP v m
I STP Traps Set

STP New Rool Trap m‘.

STP Topology Change Trap | SREEEN

I oot Bridge Information

Root Brdge

Root Cost

Root Maximum Age
Root Forward Delay
Root Port

Figure 6-28: STP Global View
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6.6.1 Enable STP function

Enable STP global state and configuration mode and traps.

Notice:

1. When the loopback detection and STP functions are mutually exclusive.

2. LLDP PDU flooding enabled prevents executing mSTP enable.

Current Userzadmin

System Home STP Global STP Port Settings

Quick Configuraton [ Span e i o

+ Port Management | spanning Tres State - m |

f VLAN Management I Spanning Tree Mode Set

= Fault | Safety [ Epanning Tree Mode RSTP

Attack Provention

| st Traps st

STP New Rool Trap
STP Topology Change Trep (LD

D;)CS P“OIEJ:;‘ m

Leopback Detecton

| Root Bridge intormation

Root Bridge

Root Cost

Root Maximum Age
Roat Forward Delay
Root Port o

+ System Managemant

+ PSE System

+ OoS

Figure 6-29: Enable STP Change Mode and Traps

6.6.2 STP port settings

Selected port to configuration STP.

System Home STP Global TP Fort Setlings

Quick Cenfiguration | STP Pont Settings

+ Part Managamant Sebocta port bo configure:
T3 3 ‘45 &Qroaf e 1o
+ VLAN Management = i - S —
P g S R i S ) 0og
— Fault | Safety
Attack Prevention 4~ 0psonal port G Fived port G Selected port {T] Aggregaton port  Selectall Selectall others Cancel
Path Detection
Port Fas: | Nobwork v BPDU Filler: | Enabled v
DOOS Protection
BPUU Guard: | Digabled v Root Guard: | Disabled
Looplsack Detechion
5TP
Azcess Control
IMF Snooping Port Port Fast state BPDU Filter BPOU Guard Root Guard Edn
Disablod Link down C s ~if Disabiled /‘
F System Management
Lisabled Forwarding Disabied 2
<+ PSE System
4 Disabled Link down Disabled Disabled /?
Qos
* Ciisabled Link dgwn Digabled &
+ EEE Disabled Link dawn Disahied Disanied Disabied
4

T Disabled Link gown El Disadled Disabled “.'
& Disabied Link down Enabled Disanied Disabled ;

Figure 6-30: Selected Port to Configuration STP

L]
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6.7 ACCESS CONTROL

6.7.1 ACL access control list

6.7.1.1 View access control list

Click the "Fault/Safety" "Access Control" you can view the configuration information of the access control list:

‘Current Userzadmin

System Home ACL Apply ACL

Quick Configuration )

Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while biocking off any unwarranted attempts to reach network resources.
+ Port Management Notice: The ACL rule priority will follow the order of te list (i, 1 is first, 2 is second, etc.). Creating many rules can cause operational delays.
Mask: 1. Amask is a matching rule. The rule for a mask is: 0 means that the equivalent bit does not matter, 1 means that the equivalent bit must match

+ VLAN Manag 2. When the ACL rule,If mask is empty or 255 255 255,255, it's represent the rules for fne host. The mask option in the ACL page will be empty I mask is 0.0.0.0, it's represent the rules for the any. And the
I mask option in the ACL page will be any.
ault / Safety New ACL Rules

Attack Prevention

Path Detestion I Displaying ACL Configuration v

Port Error Disable No. Action Protocol Source IPIMAC Source Mask SourcePort  Destination IP/MAC Destination Mask D“g:;““" Edit
DDOS Protection

Loopback Detection

STP

Access Control

IGMP Snooping

IEEE 802 1%

AAA

+ System Management
+ PSE System

+ Qos m

+ EEE

Figure 6-31: Access Control List

6.7.1.2 Increased access rules
1. INCREASE THE STANDARD IP ACCESS RULES

Click "New ACL Rules", in the pop-up dialog box, select "Standard IPV4 ACL Configuration", in the list of ID:0, ID:0
ACE, rules to allow. IP address is: any source IP address. Click "Apply" to complete the new rules:

Current User:admin

System Home AcL Apply ACL
Quick Configuration

Port Management
+ = lew ACL Rules had

<+ VLAN Management

Tl | Newact autes |

Attack Prevention

ISE\EE', Configuration Type: |Configuration standard IP ACL v |

List 1D ‘Standard IP ACL 0 v
Path Detection

ACE ID: ACEOD v
Port Error Disable

Rules Permit v
DDOS Protection
Loopback Detection IP Address: ®4ny source IP address

‘Specify the IP address
sTP

Access Control
IGMP Snooping
IEEE 802.1X
ARA

+ System Management

-+ PSE System

+ Qos

+ EEE

Figure 6-32: Configuration Standard IP Access Control List
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2. INCREASE THE EXTENDED IP ACCESS RULE

Click "New ACL Rules", in the pop-up dialog box, select "Configuration Expand IP ACL", in the list of ACE, ID:0 ID:10,
rules for "Permit". Agreement: TCP, source IP address: any source IP address; purpose IP address: any destination IP

address, click "Apply" to complete the new:

B save Config

Current User:admin

System Home
Quick Configuration
+ Port Management

<+ VLAN Management

Loopback Detection
STP

Access Control

ACL Apply ACL

L —

[setect Configuration Type

Configuration Expand IP ACL

Source IP Address

Destination IP Address:

ARack Freyontion List 1D Expand IP ACL 10
Path Detection _ =
ACE ID: ACE0
Port Error Disable
Rules. Permit v
DDOS Protection
Protocol: P v

® Any source IP address

ify the IP address:

IGMP Snooping
IEEE 802.1X
AAA

+ System Management

+ PSE System

+ QoS

<+ EEE

Figure 6-33: Configuration Standard IP Access Control List

3. INCREASING EXPAND MAC ACCESS RULES

Click "New ACL rules", select "Configuration Expand MAC ACL" in the pop-up window, in list ID: 20 » ACE ID: O, Rules
"Deny", Source MAC address: 0088.9999.999A. Destination MAC address is the random MAC. MAC protocol type:
0x0086. After the configuration is complete, click "Apply":

B S Conlig

Current Useradmin

System Home ACL Apply ACL

Quick Configuration
+ Port Management

ew ACL Rules %

-+ VLAN Management

ot | Safety

| Svet Configuristion Typer

Configuration Expand MAC ACL  » I

DDOS Protection
Locpback Detection
sIP

Access Contral
IEMP Snoopng
|EEE 302.1X

S

+ System Management
+ PSE System
+ QoS5

+ EEE

[ new act s |

Aitack Provarion ListiD Expand MAG AGL 20 B
Path Detestion NG TER
Birt Error Dzt

s

Source MAC Adaress

Cestination WA Agdress:

MAC Protocel Type:

Figure 6-34: Configuration Extended MAC Access Control List

Configuration instructions

ACE ID is an optional rule. Do not fill: the default is 0;

The extended IP protocol access control list, type: TCP, UDP, IP.
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6.7.1.3 Modify configuration
Rules for modifying port applications

Select the rules to be replaced, click " .2 ", enter the modified ACL rules page, the rules are: "Deny", click "Apply":

Current User:admin

System Home ACL Apply ACL
Quick Configuration

+ Port Management
9 ify the ACL rules 2

4+ VLAN Management

) Select Configuration Type: [ Configuration £ P AC v
= Fault / Safety
Attack Prevention List 1D £ L B
Path Detection ” - -
ACE ID: ACED v
Port Error Disable
| Rues Permit |
DDOS Protection D
Protocol P ok
Loopback Detection L I
Source IP Address: ® Any source IP address
STP

Specity the IP address
Access Control Destination IP Address: ®Any destination IP address
IGMP Snooping Specity the IP address.
IEEE 802.1X

AAA
+ System Management

o e T ——

+ QoS

+ EEE

Figure 6-35: To Modify the ACL Rule
Configuration instructions

The modified extended MAC and extended IP for the same operation.

6.7.1.4 Delete rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

Log Out

System Home ACL Apply ACL

Quick Configuration ~
Description: Access control lists (ACLS) ensure that only authorized users have access to specific resources while blocking off any unwarranted attempts to reach network resources.

Notice: The ACL rule priority will follow the order of the list (i.e., 1 s first, 2 is second, etc.). Creating many rules can cause operational delays.

+ Port Management
Mask: 1. Amask is a matching rule. The ruie for a mask is: 0 means that the equivalent bit does not matter, 1 means that the equivalent bit must match

4+ VLAN Management 2. When configuring the ACL rule,If mask is empty or 255 255 255.255, it's represent the rules for the host. The mask option in the ACL page will be empty.If mask is 0.0.0.0, it's represent the rules for the any.

And the mask option in the ACL page will be any,

SHEaIE Satety New ACL Rules

Attack Prevention

B Bekton | oispiaying Act configuration Expand P ACL10 2

Port Error Disable No. Action Protocol Source IPIMAC SourceMask  Source Port  Destination IPMAC  Destination Mask Des:::“"" Edit

DDOS Protection a
0 permit p any any iz

Loopback Detection

STP

Access Control

IGMP Snooping
IEEE 802.1X
AnA

+ System Management
+ PSE System

+ QoS m

+ EEE

Figure 6-36: Delete Rules
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Remove all of the ACE rule table under a ACL, click "Delete":

Curront Useradmin

System Home ACL Apply ACL
Quick Configuration

+ Port Management

+ VLAN Management

T S New ACL Rules

| Displaying ACL Configuration Stancard IF ACLO v

CL page wil be emoty.If mask is 0.0.0.0, s represent the rufes for the any.

Destination
Port

prmit any any 7 X

No. Action Protocol Source IPMAC Source Mask Source Port  Destnation IPMAC Destinaton Mask

DDOS Protecton

Loopback Detecbon
SR
Access Control
IGMP Snoopng
EEE 802 1X
AAA
+ System Management

+ PSE System

+ EEE

Figure 6-37: Delete ACL Rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

6.7.2 Application ACL

6.7.2.1 View application ACL

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can view access control
using ACL:

Current User admin

System Home ACL Apply A&CL

Cuwck Configuaratson

+ Port Management
+ VLAN Management | Act Rutes Appication

auit [ Safety Pleaso select the ACL lsts Standard IP ACLD .
Adtack Provontion

Select a port to configure:
Path Dotection

T & 5 8 T &8 9 10
DDOS Protaction DOoOOoOoOouoos

Loapback Dataction

STP §JCntionai port Y Fivec port G Selected pont [1] Apgregation port Selectall Salectall others Cancel
Access Control
IGMP S

Sncaping
021X w

ASA | s

+ System Management ACL Paodt Edit
+ PSE Systam Standan 1® ACLO ®

+ Qos Espand I ACL1D x

+ EEE il Pranious [1] Maat Lasi)

Figure 6-38: View Application ACL Rules

57



6.7.2.2

Increased application ACL

Select the rules that need to be applied, then select the port of application, click "Apply" to complete the
configuration:

System Home

Quick Configuration

+ Paort Management

+ VLAN Managemaent

= Fault | Safety
Attack Prevention
Path Datecticn
DOOS Protection
Loophisck Detection
10
Access Control

G

+ System Management
+ PSE System
+ Qos

+ EEE

AcL Apply ACL

The 18018 DeloW SNOWS M@ ACLS Matare apoliea 1o e switth poms

annat b applied o parts on the ol tadane gry

l ACL Rules Application

| Please select the ACL list Standard IF ACLD A

! Select @ port 1o configure: I

nlatalatalitelslnlm

ACL

Standard 1P ACLD

Expand IF ACL10

Figure 6-39: Add Applications ACL

6.7.2.3 Delete application ACL

Click to delete the application rule on the right side, cancel the application of the rules in the port:

Current User:sdmin

System Home
Quick Configuration
+ Port Management
+ VLAN Management
= Fault / Safery

Attack Prevention

Fath Detochon

DOOS Pro

on

Loaphack Datection

-1

Control

IGMP Snooping
IEEE 802.1X

AAA

F System Managemant
 PSE System

+ Qos

L+ EEE

ACL Apply ACL

Tne table below piEa 10 the Swiith ports

N annal e appiod ko an this panel thal e grivy

| ACL Rules Application

Please select the ACL list| Standare & ACLO r

Subect a port o configure:

T -Talelelalatalal

§_?0ptonal port i Fined port P Setectad port [T] Aggragation port Sedectall Selectall othars Cancel

I ACL
ACL
Standard IF ACLO

Expand I° ACL1D

Figure 6-40: Delete Application ACL
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6.8 IGMP SNOOPING

6.8.1 IGMP snooping

6.8.1.1 View IGMP snooping configuration

Click the "Fault/Safety" "IGMP Snooping" to check the current switch configured multicast monitoring information:

Curent Useradmin

System Home
IGMP Snoaping MLD

Queck Configuration

| 168 snooping
t Peort Management

+ VLAN Management

sTP

Azcess Control

IGMP Sncopng

EEE 802 1X

AR
<+ System Management
 PSE System
+ Qos

+ EEE

Figure 6-41: View Snooping IGMP Configuration Information

6.8.1.2 Action multicast listener function

Click the "Fault/Safety" "IGMP Snooping", click "Off" button to activate the multicast monitoring function:

Cusrrent Useradmin

System Home
IGMP Snooping MLD

Chusck Configuration

| 1ame sncoping
t Part M!Hﬂ.ﬂ.m.ﬂ!

4+ VLAN Management

Loopback Detecton

sTP
Accass Control
IGMP Snoopng
EEE 8021X
RS
+ System Management
+ PSE System
f Qos

+ EEE

Figure 6-42: Open Multicast Listener Configuration

The default multicast listener (IGMP Snooping) did not open;
The default on multicast listener (IGMP Snooping), all VLAN are open;
The default version of V2 - IGMP.
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6.8.1.3 Disable multicast listener function

Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring function:

Current User-admin

System Home IGMP Snooping MLD
Quick Configuration I HGMP Snooping
+ Port Managemant

+ VLAN Management

Path Datecticn

| 16uR version selection

IGMP Version | IGMP_V2

Access Control I Multicast Routing Port Sethngs.

IGMP Snooping Seloct & port 10 conhgure:

IEEE BOZ 1X

AR

+ System M.

+ PSE System

Aikas P iniarition @E ) cravie or disadle me muibcastiistenar wnen &
Altack Frevenbon

§-7 Ontanai port 0 Fixed pont P Selected pot [17 Agpregatn pont

g is @ feature Fiat allows & sw

ward mulbicast traffc el

genty on the swikh

+ QoS VLAN ulant
+ EEE Add Routlng Port
VLAN Edit
Figure 6-43: Closed Multicast Listener Function Operation
6.8.1.4 Configuration multicast routing
Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:
I Multicast Routing Port Settings
I Select a port to configure: I
1 2 3 4 5 6 7 8 g 40
R R R g e S e i i | |
71 Optional port 5 Fixed port i Selected port {17 Agaregation port
VLAN | vian 1 v
VLAN Port Status Edit
vlan 1 8 Dynamic x
vlan 200 2 Static X
First Previous [1] Next Lasf1 1P,
I Multicast Member Port
VLAN Multicast Address Port type
vlan 1 2268198 8 Dynamic
vlan 1 230003 8 Dynamic

Figure 6-44: Configuration of Multicast Routing

Multicast routing configuration steps are as follows:

Step 1: In the port panel to select multicast listener routing port;

Step 2: Select VLAN;

Step 3: Click on the "Add Router Port" button to complete the configuration.




6.8.1.5

IGMP Version

Click the "Fault/Safety" "IGMP Snooping", set the IGMP version of the page:

System Home
Quick Configuration
+ Port Managemant

+ VLAN Management
Artack Preverntsan

Path Detaction

Pant Emor Disable

Current User-admin

IGMP Snooping MLD

I WEMP Snocging

O Enable or disasle e multicast lisener, when enabled, the SEbX routing pert can be set

| 16uR version selection

o Cc—
o]

+ PSE System
+ Qes

+ EEE

8P

Access Control | Multicast Routing Port Sethngs.

IGMP Snooping Select a port 16 confgune:

IEEE 802 1% T 2 3 4 8 8 7 8 8 1

AA P F e S S vir 3 ir vl S i & i J e |
+ System M.

§ 7 Ontonsi part G0 Ficea pon i Selectec nont [17 Apgregatan pan
VLAN an 1

Add Routing Port

VLAN Port Status

ard mulbicast trafic mbelligenty on the swikh

nic. routing parts will be remoed thios

Figure 6-45: Configuration IGMP Version

IGMP version configuration steps are as follows:
Step 1: Select the required version number;

Step 2: Click the "Apply" button to complete the configuration.

6.8.2 MLD

6.8.2.1 View MLD configuration

Click the "Fault/Safety" "IGMP Snooping" to check the current switch configured multicast monitoring information:

Current User:admin

System Home IGMP Sncoping MLD
Quick Configuration ] MO

4+ Port Management

+ VLAN Managemant 2
waly. Dynami routing ports will be remaved througn agng

= Fault | Safery

Atack P

Path Detection

Figure 6-46: View MLD Configuration Information
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6.8.2.2 Active multicast listener function

Click the "Fault/Safety" "MLD", click "Off" button to activate the multicast monitoring function:

Curvent User:admin

System Home
IGMP Snooping MLD

Quick Configuration
I Mo
+ Fort Management

<+ VLAN Management

+ Systam Managsmant
+ PSE System

+ Qos

+ EEE

Figure 6-47: Open Multicast Listener Configuration

The default multicast listener (MLD) did not open;
The default on multicast listener (MLD), all VLAN are open;

The default version of V1 - MLD.

6.8.2.3 Disable multicast listener function

Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring function:

Current User:admin Log OU

System Home
IGMP Snooping MLD
Quick Configuration
I MLD
-+ Port Management
Description: Click on the ports panel o selest one or multiple ports.
+ VLAN Management Notice: 1. The default multicast monitar is not a static routing port, if required, a static routing port can be set

I Fault | Safety 2. Dynamie routing ports can not be removed manually, only stafic routing poris can be removed manually. Dynamic routing ports will be removed through aging.

Altack Prevention Enable or disable the multicast listener, when enabled, the stafic routing port can be set

Path Detection
DDOS Protection I MLD Version selection

Loopback Detection
MLD Version MLD_V1 v
sTP

Access Control m

IGMP Snooping
I Multicast Routing Port Settings
IEEE 802.1X

AMA Set the multicast routing port monitor

-+ System Management é é é é é ﬁ é é |£| %

+ PSE System

5”1 Optional port [ Fixed port [ Selected port 7] Aggregation port  Selectall Select all others Cancel

+ Qos
+ EEE VLAN vian 1 v
Add Routing Port
VLAN Port Status Edit

Figure 6-48: Closed Multicast Listener Function Operation
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6.8.2.4 Configuration multicast routing

Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

I Multicast Routing Port Settings

ISe( the multicast routing port monitor I

7 8

12 3 4 5 8§ 9 10
S S A S il

VLAN | vlan 1 v
Add Routing Port
VLAN
vlan 1
vlan 500

I Multicast Member Port

VLAN

[ Cptional port §I3 Fixed port gl Selscted port [T7 Agaregation port  Selectall Selectall others Cancel

Port Status

Static

23 Static
Multicast Address

Edit
xX
X

First Previous [1] Next Last1

Port type

First Previous [1] Next Lasf1

I1Page

!/ 1Page

Figure 6-49: Configuration of Multicast Routing

Multicast routing configuration steps are as follows:

Step 1: In the port panel to select multicast listener routing port;

Step 2: Select VLAN;

Step 3: Click on the "Add Router Port" button to complete the configuration.

6.9

IEEE 802.1X is a port-based authentication protocol is a method and strategy for authenticating users.

IEEE 802.1X

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2

Configure the radius sever 192.168.2.100, and connect with switch by Gi 0/1

Click ON "Fault/Safety" "IEEE 802.1X"

Current Userzadmin

System Home
Quitk Canfiguration
4+ Port Management

+ VLAN Management

IEEE B02 1%

+ Systerm Management
4 PSE Systam

+ Gos

IEEE 802.1X

| ieeE 202.1% Global setting

B Enabic of cmabie e IEEE B0T 1 I you want (P functon 1o &

Figure 6-50: IEEE 802.1X
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Click to Open.

Cisment Useradmin

System Home

IEEE 802.1X)

| €€ 802.1x Globa Setung

Quick Configuration

<+ Port Management

+ VLAN Management it

Anack Preventan

I IEEE 802.1% Setting

Sebect a port to configure:

Path Detection 1 2 3 4 5 6 7 B 9 10
DDOS Protection Oooonooooog
Locpbick Dot

5Tp § ] Cobioral port R Foved port

Arcess Controd BOZAX Authentication; g

IGMP Snooping Part Control;

i gffect.Diease configune

1 server of RADIUS frst

Selectall Solect all othees  Cancel

Ho$t Mode: Ml

Actess Control
IGMP Snooping
IEEE 802.1X
AAA

-+ System Management
+ PSE System
+ Qos

+ EEE

JEEE 802 1X m
ADA
- Port 2021 Authentication Port Control Eait
+ System Management
+ PSE System <
2 Disabled Drsabled 4
+ Qos =
3 Dreatied SEAURT j
+ EEE
4 AN ‘)
Disabled /‘
Disabled M Disabied /’
Figure 6-51: Enable IEEE 802.1X
Switch config AAA RADIUS server address: 192.168.2.100, Auth Port: 1812, Key: 123, type: all
dge-cor Current Useradm
‘
RADIUS TACACS+ Enable Authentication Login Authentication
Quick Configuration
I RADIUS Server
+ Port M. t
ertHanagemen Hos Auth Po [0-65535, defautt 1812)
< VLAN Management (B4 chars) Prierity: (1-65534)
I = Fault / Safety (1-10) Timeout: 1-30
Attack Prevention .
Path Detection
DDOS Protection Priority Host IP Auth Port Key Retry Timeout type Edit
Loopback Detection
1 192.162.2.100 1812 123 3 3 Al 2 X |
sTP
First Pravious [1] Next Last1 11Page

Figure 6-52: Configuration Radius
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Switch enable 802.1X port Gi 0/2, Port Control: auto, Host Mode: multi-auth

o
d -
ge-jcer Current User-admin ) Logout

S

Quick Configuration

IEEE 802.1X Global Setting
 Port Management

. Enable o disable the IEEE 802 1X.If you want this function to take effect,please configure the 802. 1X server of RADIUS first
+ VLAN Management 4 P! g

IEEE 802.1X Setting

Attack Prevention Select a port to configure:

Path Detection 123 ¢ 5 8 7 8 3 1w

DDOS Protection Sfe R R ] 0)

Loopback Detection

sTP §71 Optional port [ Fixed port [P Selected port [TdAggregation port  Selectall Select all others Cancel

Access Control 802.1X Authentication: | Enabled v Host Mode: | Multi-auth

IGMP Snaoping Port Contrl: | Auto

IEEE 802 1X I Apply

AAK
. Port 802.1X Authentication Host Mode Port Control Edit
+ System Management

1 Disabled Multi-auth Disabled z

 PSE System

Enabled Mult-auth Auto
s
+ Qos

Disabled Multi-auth Disabled

[N L

+ EEE
Disabled Multi-auth Disabled

Figure 6-53: Configuration IEEE802.1X

Tips: The IEEE802.1x function is used with the AAA function.

Auto: It indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent and
received. It does not allow users to access network resources. If the authentication passes, the port switches to the
authorized state, allowing the user to access the network resources. This is also the most common case.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources without
authorization.

Force-unauth: Indicates that the port is always in an unauthorized state and does not allow the user to authenticate.
The device does not provide authentication services to clients that pass through the port.

Single-host: This port can only connect to a host, through authentication can be forwarded for data packets.

Multi-auth: This port can be connected to the following switches, including a host through the certification, other
hosts can be forwarded data packets.

Multi-host: This port can be connected to the following switches, including a host through the certification, other
host data packets can not be forwarded, must also have passed authentication.

6.10 AAA

6.10.1RADIUS

Enabled and logged in can use radius authentication

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2
Configure the radius sever 192.168.2.100, and connect with switch by Gi 0/1
Click ON "Fault/Safety" "AAA" "RADIUS"

Switch config AAA RADIUS server address: 192.168.2.100, Auth Port: 1812, Key: 123, type: all
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System Home
Quick Configuration
+ Port Management

+ VLAN Management

IEEE 802 1X
AAA

+ System Management
+ PSE System
+ QoS

+ EEE

RADIUS TACACS+ Enable Authentication

| RaDwS server

Key: 123 (64 chars
Retry: 110,
type: Al -
Priotity Host 1P

1 1921602100

Login Authentication

Auth Port. 1812
Prionty:

Timeout:

Auth Port Koy

Timeout tywe Edit

Switch config Method List: Name: test, Method 1: RADIUS, click "Apply".

Figure 6-54: Configuration Radius

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Apply".

System Home

Quick Gonfiguration
 Port Management

+ VLAN Management

Attack P

Path Det

Port Error Disable
DDOS Protection
Loopback Detection
sTP
Access Control
IGMP Snooping
IEEE 802.1X
AAA

+ System Management

“+ PSE System

+ Qos

+ EEE

RADIUS  TACAGS+ Enable Authentication
| wothos List
Hame (32 chars)
Mothod 2: tone

Name
default

EC82020

| Enaie Authontication

55H: [ECS52020 ~

Login Authentication

Mothod 1:[Nona
Method 3: Hone

Telnet: [ECS2020

Sequence Edit
ENABLE >
RADIUS o, %
First Pravious (1) Next Lasf /1Page

Figure 6-55: Configuration Enable Authentication

Switch config Method List: Name: EC52020, Method 1: RADIUS, click "Save".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Save".

System Home

Quick Configuration
+ Port Management

+ VLAN Management

Attack Pr

DDOS Protection

Loopback Detection
stP
Access Control
IGMP Snooping
IEEE 802.1X
AAA
+ System Management
+ PSE System
+ Qos

+ EEE

RADIUS  TAGAGS+ Enable Authentication
| metoa vist
Hame: (o2 chars)
Method 2 Non

Name
default

ECS2020

| Enabte Authontication

s5H:|ECS2020 v

Login Authentication

Mothod 1:[Nona
Method 3: Hone

Tolnet: [ECS2020

Sequence Eait
ENABLE 2
RADIUS 2 %

Figure 6-56: Configuration Login Authentication
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TIPS:
1. Pcinputright user name and password, PC can console, telnet and ssh switch.

2. Pcinput right password, user can join "# mode".

6.10.2TACACS+

Enable and Login can use TACACS+ authentication

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2

Configure the TACACS+ sever 192.168.2.100, and connect with switch by Gi 0/1
Click on "Fault/Safety" "AAA" "TACACS+"

Switch config AAA TACACS+ server address: 192.168.2.100, Auth Port: 49, Key: qwer

Current User:admin

System Home RADIUS TACACS+ Enable Authentication Login Authentication

Quick Configuration l TACACS® Server

+ Port Management Host:[192. 168. 2. 100 Port: 43 (0-65535,default 49)
Key: [qer (84 chars Priority: (1-65534)
+ VLAN Management
Timeout: (1-30)

Attack Prevention

Path Detection Priority Host IP Port Key Timeout Edit

Port Error Disable 1 192.168.2.100 49 qwer 5 2 %X

DDOS Protection First Previous [1] Next Lasfi /1Page

Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-57: Configuration TACACS+

Switch config Method List: Name: ECS2020, Method 1: TACACS+, click "Save".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Save".

System Home RADIUS TACACS+ Enable Authentication Login Authentication

Quick Configuration | setnoa List

# Port Management Name: 32 char Method 1:[None v
Method 2: Non Method 3: 1

+ VLAN Management

Attack Preventio Name Sequence Eait
Path Dat aetauit EnABLE
Port Error E£cs2020 RADIUS > %
DDOS P

First Previous 1) Next Lasts 1Page
Loopback Detection
ste | Enabio Aunentication

Ssu:/ detauit 5 Telnet: [@afauit 7

IEEE 802 1X
AAA

+ System Management
+ PSE System
+ Qos

+ EEE

Figure 6-58: Configuration Enable Authentication
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Switch config Method List: Name: ECS2020, Method 1: TACACS+, click "Apply".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Apply".

System Home RADIUS TACACS+

Login Authentication

Quick Configuration | metmoa List

+ Port Management Name: 32 chars. Method 1:[None )
Method 2: fione Method 3: fions
+ VLAN Management m
ta Name sequer Edit
default LocAL
Ecs: NONE > X
First Pre m
| Login Aumentication
e Contecl SSH: | default = Telnet: | default )
IGMP Snooping m
IEEE 802.1X
AAA

# System Management
i PSE System
+ Qos

+ EEE

Figure 6-59: Configuration Login Authentication

You can successfully open AAA TACACS+ function
PC input right user name and password, PC can console, telnet and SSH switch

PC input right password, user can join "# mode".
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7

SYSTEM MANAGEMENT

7.1 SYSTEM SETTINGS

7.1.1 Management VLAN

7.1.1.1 Configuration basic system settings

Click on the navigation bar "System Management" "System Settings" "Management VLAN" to view the management

address of the current switch configuration information:

Current Useradmin

System Home

Quick Configuration

Port Management

<+ VLAN Management

<+ Fault/ Safety

System Settings.
DHCP Server
Firmware Upgrade

System Information

Management VLAN

Description: 1

2. The IP address and mask cannot be configured when the DHCP server is enabled

Basic System Settings

Management VLAN:
DHCP:
Management IP:
Subnet Mask:
Default Gateway:
Login Timeout(s):

Contact Name:

System Restart

vian 1

Static Allocation
192. 168, 100, 147
255. 255, 255. 192
192,168, 100. 128
1800

join

User Management

Management VLAN parameters: IP, MAC, gateway and the user's contact details.

System Log

MAC:

IPvE DHCP:

IPvG Address:

1Pv6 Gateway Address:
Device Name:

Device Location:

Contact Information:

Log Export

"' denotes required field

Bl save Config

ARP Table MAC Management

OOED. 4C00. 0000
Static Allocation v
£e80:: 2e0:4eff: £e00:0 B4

EC32020-10F

china

12345674300

Configuration Management Apply

Dual Cenfiguration
System Time Settings
SNMP Y ¢

RMON Notice: The switch time can be synchronized with the internet time by setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.

LLDP Settings Tip: The system will select a default ime syncronization server if no IP address is entered

Administration

The Current System Time: 2013-12-05 00:57:15 Time Zone (T): | (UTC)Coordinated Universal v

+ PSE System Time Setting Mode: ' Auto-Sync ® Manual
Time:
+ QoS
Apply
+ EEE

Figure 7-1: Basic System Settings

To configure the switch Basic System Settings as follows:

Management VLAN: switch management VLAN ID, the defaultis 1

1. Inthe DHCP text box, choose static allocation

2. Inthe Management IP text box, enter the IP address, such as 192.168.2.10

3. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0

4. Inthe Gateway Address text box to enter the gateway address, such as 192.168.2.1
5. In the Device Location text box, enter the Device Location, such as china

6. Inthe Contact Name text box, enter the Contact Name, such as john

7. Inthe Contact Information text box, enter Contact Information, such as 12345678900

8. Click on "Apply" button to complete the configuration
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7.1.1.2 System time synchronization

Current User-admin & save config

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration e
Description: 1. Management VLAN parameters: IP, MAC, gateway and the user's contact details. "*" denotes required field.

+ Port Management 2. The IP address and mask cannot be configured when the DHCP server is enabled.

+ VLAN Management I Basic System Settings

+ Fault/ Safety Management VLAN: | vian 1 v MAC: |00EQ. 4C00. 0000
DHCP: [ Statc Allocation v IPv6 DHCP: | Static Allocation v
I — System Management Management IP: 192, 168. 100, 147 . 1PVE Address: | <801 :2a0:4cEE: £200:0 Il
System Setlings Subnet Mask: 255 25, 255, 192 . 1PV Gateway Address:
DHCP Server Default Gateway: |182. 168. 100, 128 . Device Name: [ECs2020-10P
Firmware Upgrade Login Timeout(s): 1800 Device Location: |china
System Information Contact Name: [jein Contact Information: 12345678900

Configuration Management m

Dual Cenfiguration

SNMP
RMON Notice: The switch time can be synchronized with the intemet time by setting the time synchronization server IP address to the NTP or SNTP server from your selectad time zone
LLDP Settings Tip: The system will select a default ime syncronization server if no IP address is entered.
Adminisiration The Current System Time: [2013-12-05 01 0633 Time Zone (T): | (UTC)Coordinated Universal v
+ PSE System Time Setting Mode: ® Auto-Sync ' Manual
Mode: | SNTP v Server IP Address:

+ Qos

seee €3

Figure 7-2: System Time Synchronization

To configuration system time, You can select NTP or SNTP, enter SNTP/NTP Server IP Address such as
203.117.180.36(local SNTP/NTP servers or internet SNTP/NTP servers), in the Time Zone (T) text box, you can choose
any time zone you want, such as UTC+08:00

The user can manually configure the device system time.

Description: Management VLAN parameters: IP, MAC, gateway and the user's contact details. =" denotes required field.
I Basic System Settings
Management VLAN: | vian 1 v MAC: |00E0. 4C00. 0000
DHCP: | Static Allacation v | = IPv6 DHCP: | Static Allocation v | *
Management IP: |192. 168. 2. 10 - IPvE Address: fed0: :Ze0:4cff: fe00:0 -
Subnet Mask: |255. 255. 255. 0 - 1Pv6 Gateway Address: |fef0: :Ze0:dcff: fe00:0 -
Default Gateway: |192.188.2.1 : Device Name: ECS2020-10F
Login Timeout{s): /1800 Device Location: |ehina
Contact Name: |john Contact Information: 12345678300
DHCP Server: | Disabled v Server Mask: |255. 255 255. 0
DHCP Sever Pool: (192, 166. 2. 10 -192.168.2. 10 Server Gateway: |10.490.90.1
=
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7.1.2 System restart

Click on the navigation bar "System Management" "System Settings" "System Restart" to reboot the switch:

Current User:admin

System Home Management VLAN User Management System Log Log Export ARP Table MAC Management

Quick Configuration

sctif To restart the switch, clck on he Yestart the device immediately’ butlon. Piease 00 not ciase the browser untl the process is completed. The browser wil automatically refresh when the restan i completec
 Port Management
= Restart the device immediately
+ VLAN Management
+ Fault/ Safety
System Sattings

DHCP Server

| PSE System
+ QoS

+ EEE

Figure 7-3: System Restart

Restart the device, follow these steps:

Step 1: Click on "Restart the device immediately" button;

Step 2: Click OK in the box that pops up "OK" button;

Step 3: Prompted to save the current configuration, depending on your need to select "OK" or "Cancel";

Step 4: After the restart the progress bar moves to 100%, reboot the device.

7.1.3 User Management

Click on the navigation bar "System Management" "System Settings" "User Management" to modify the super user

password and telnet password:

Current Usoradmin

System Home Management VLAN System Restart system Log Leg Export ARP Table MAC Management

Quick Canfiguration

I Modify the super user password and 1inet password

* Port Management Modice: Afer selting a new password, you Must logout and login again.  The password can ahly contan kHers, numbers and underscons.
+ VLAN Management O Passwort:
<+ Fault | Safety New Password:

Confinm Hew Password:

R > ] e

DHCP Serves

Firmware Lipgrade

System Inform:
Configuration Management
Dual Configuration

SNMP

RMON

+ PSE System

+ QoS

+ EEE

Figure 7-4: Change Password
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To change the password follow these steps:
Step 1: Enter the old password: password;
Step 2: Enter the new password: admin;
Step 3: Confirm new password: admin;
Step 4: Click the "Apply" button;

Step 5: Pop-up dialog box, click "OK" button.

7.1.4 System log

Click on the navigation bar "System Management" "System Settings" "System Log" to enter the log management
interface, you can query the system log, clear the log:

Current User:admin B save Config

+ Port Management ! System Flash Log

4+ VLAN Management -
@GP ) Ater enabling Flash Log, the log ram will write into flash; after disabling Flash Log, the log wil be recorded, but not written to flash
+ Fault/ Safety

— System Management Keyword: m Clear

System Settings
Log messages in fie
DHCP Server

NO.| Timestamp Category | Severity | Message
Firmware Upgrade
1|Dec 052013 18:3426|  LINEPROTO| notice] UPDOWN: Line protocol on GigabitEthemet0/5, changed state to up
System Information 2|Dec 05 2013 18:32:36| LINEPROTO| notice| UPDOW 8. to down
3|Dec 05 2013 18:32:30| LINEPROTO| notice| UPDOW /5, chang tate to down
Configuration Management 4|Dec 05 2013 18:32:27| LINEPROTO| notice| UPDOWN: Line protocol on Gigabits met0/3, changed state to down

Dual Configuration
SNMP

RMON

LLDP Settings

Administration
+ PSE System
+ QoS

+ EEE

| system memory Log

Keyword: m Clear

Log messages in buffer
5:Dec 05 2013 00:00:43:%SYSTEM-5-INFO: Loaaina is enabled

Figure 7-5: System Log

Log management system WEB page to view the contents of the command line is consistent with the results of the
command show logging; Click "Clear" button to clear the current log information switch.

72



7.1.5 Log export

Click on the navigation bar "System Management" "System Settings" "Log Export" to export log information into the
interface, you can export the log information through TFTP server.

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration

Description: This is  iog upioad to an exiemal TFTP server.
<+ Port Management I Log Export

+ VLAN Management ST Sorver T

+ Fault / Safety File Name:
| =3

Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings

Administration
+ PSE System

+ QoS

+ EEE

Figure 7-6: Log Export

7.1.6 ARP table

Click on the navigation bar "System Management" "System Settings" "ARP Table" to enter the ARP entry interface,

you can view the ARP information:

ave Config

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Tabl MAC Management

Quick Cenfiguration Description: The table belaw contains the ARP eniries. To clear the table, click the ‘lear ARP Table Entries’ icon

+ Port Management | i ARP Table

<+ VLAN Management P MAC
=+ Fault/ Safety

I = System Management

System Settings

DHCP Server
Firmware Upgrade

e —— @ Clear ARP Table Entries First Previous [1] Next Last1 1Page
Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

Figure 7-7: ARP Message

Click "Clear ARP table entries" button to clear the display ARP information.
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7.1.7 MAC management

7.1.7.1 MAC address lookup

Click the "System Management" "System Settings" "MAC Management" can switch MAC address information query:

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration | Global Settings

-+ Port Management Aging Time{10-630) : 300 sec

< VLAN Management m

+ Fault/ Safety

| Protection setiings

Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table
System Settings
DHCP Server MAC list Al QR Configure MAC Binding MAC count: 7
Firmware Upgrade
System Information User MAC Port Port Type VLAN Edit
Configuration Management Dynamic (a¥s)
Dual Configuration Dynamic 1 oo
SNMP
Dynamic 1 co
RMON
Dynamic 1 co
LLDP Settings
Administration EA3D Dynamic 1 o0
DF3| yTIamic
+ PSE System P2 L, i o0
Dynan 1 co
+ Qo§
& Dynamic MAC to Static MAC @ Delete Static MAC @ Delete Dynamic MAC First Previous [1] Next Lastl {1Page
+ EEE _

Figure 7-8: MAC address Lookup Display

In the MAC address list which shows the current switch port to learn MAC addresses:
1. User MAC: MAC address of the switch that currently exists is displayed;

2. Port: Displays the source port number of the MAC address;

3. Port Type: There are two types of dynamic and static;

4. VLAN: VLAN ID display value.

You can query the MAC address type: according to the type of query MAC address, type in the MAC address MAC
check list next to the drop-down box Select: All/static/dynamic.

7.1.7.2 Add a static MAC address type

1. Use manual binding MAC address
Click the "Configure MAC Binding" After, you can configure a static MAC address type in the MAC address
configuration area:

74



Current User:admin Log Out

Sys(em Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration

+ Port Management

cormaremncanan, ——— =
+ VLAN Management

User MAC: (0235. AD4S. 0123 (format-0000.0000.0000)
+ Fault/ Safety
VLAN ID(1-4094) : 1
- Syste ment Configure MAC type: | Static v

System Settings Select a port bind to the MAC:

DHCP Server 1.2 3 5 6 7 8 g 10
o Al oo | KTa - laYeTe o lale

Firmware Upgrade

System Information = = s
Optional port. g9 Fixed port Selected port §T3 Aggregation port §3 Trunk Port
Configuration Management

Dual Configuration

SNMP

LLDP Settings

Administration
+ PSE System
+ QoS

+ EEE

Figure 7-9: MAC Addresses Statically Bound Static Configuration

Statically typed MAC address configuration steps are as follows:

Step 1: Click the "Configure MAC Binding" button;

Step 2: In the "User MAC" text box to enter the MAC address, such as 0001.7A4F.74D2;
Step 3: In the "VLAN ID" text box to enter the VLAN ID, such as 1;

Step 4: Select ports in the port panel;

Step 5: Click on "Apply" to complete the configuration.

2. Use" ;3¢ " button binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left " (3¢ " button, to achieve binding:

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration I Global Settings
+ Port Management Aging Time(10-630) : 300 sec

4+ VLAN Management m

+ Fault / Safety
I Protection Settings
— System Management
Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table.
System Settings

DHCP Server MAC list All v Configure MAC Binding MAC count: 10

Firmware Upgrade

System Information AtserMAC Port Port Type VLAN
Configuration Management ® 0001.7A55 E7DE Dynamic 1
Dual Configuration DOED 4CAS.5400 5 T .
SNMP

0235.AD450123 4 Static 1
RMON

1060.4B5E ET6F 1 Dynamic 4
LLDP Settings
1A.0639.919D s Dynamic 1

Admmistration

SSSSSXSE§

+ PSE System Dy ;
+ QoS 4011 EB3 43ED Dynamic 1

7427 EA30 6925 1 Dynamic 4
+EEE

Figure 7-10: MAC Address of the Static Binding Configuration
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3. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V'" check box, click on the "Dynamic
MAC to Static MAC" button to complete the configuration:

Current User:admin Bl save Config Log Out

I Global Settings
+ Port Management Aging Time{10-630) : 300 sec

+ VLAN Management
Apply
+ Fault | Safety
I Protection Settings

Static MAC: To enhance the safety of important data, add the MAC addresses of ine server and other imporiant equipment to the static MAC address table

MAC fist: All v Configure MAC Binding MAC count: 10

System Settings
DHCP Server

Firmware Upgrade

System Information User MAC Port Port Type VLAN Edit
Configuration Management Dynamic o0
Dual Configuration e "
SNMP
4 Static x
RMON
£ 1 Dynamic 1 o0
LLDP Setiings
Administration o 8 Dynamic 1 fa¥a)
+ PSE System 4 Dynamic 1 oo
Dynamic o0
+ QoS
1 Dynamic 1
+ EEE [=2=}
Dynamic 1 oo
Dynamic oo

© Dynamic MAC to Static MAC |@ Delete Static MAC & Delete Dynamic MAC First Previous [1] Next Lasfi 11Page

Figure 7-11: Batch-MAC Binding Configuration

7.1.7.3 Remove the static MAC address type
1. Single MAC records are deleted

Select the need to delete the MAC address, click the "X" button to delete a static MAC address type:

Current User:admin
I Global Settings

<+ Port Management Aging Time{10.630) : [300 sec

4+ VLAN Management m

+ Fault / Safety
I Protection Settings

— System Managemen!
Static MAC: To enhance the safey of important data, adg the MAC addresses of the server and other mportant equipment to the static MAC address table.
System Sattings
DHCP Server MAC list: All v Configure MAC Binding MAC count: 10
Firmware Upgrade
System Information User MAC Port Port Type VLAN Edit
Configuration Management 0001.7A55.ETDE 1 Dynamic oo
Dual Configuration Dynamic (=7=]
SNMP
4 Static
RMON
Static
LLDP Settings x
Administration Static x
+ PSE System S x
Dynamic oo
+ QoS
1 Dynamic o0
+ EEE
7427 EA35.DD6T 1 Dynamic (=¥=]
BCEE 7B9A D552 Dynamic o0
@ Dynamic MAC to Static MAC @ Delete Static MAC @ Delete Dynamic MAC First Previous [1] Next Lasft Page

Figure 7-12: MAC Address Deletion

Remove MAC address configuration steps are as follows:
Step 1: To delete the selected MAC address;

Step 2: Click " %" button to delete the configuration.
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2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "\V" check box, click "Delete Static
MAC" button:

Current User:admin

I Global Settings

<+ Port Management Aging Time(10-630) : 300 sec

<+ VLAN Management m

+ Fault/ Safety
I Protection Settings

Static MAC: To enhance the safety of important data. add the MAC addresses of the server and other important equipment to the static MAC address table.
System Settings

DHCP Server MAC fist: All [l Configure MAC Binding MAC count: 10

Firmware Upgrade

System Information User MAC Port Port Type VLAN Edit

Configuration Management 0001.7A85 E7DE 1 Dynamic g
Dual Configuration 00EQ 4CAS 5A00 1 Dynamic 1 co
SNMP
0235 AD45.0123 4 Static 1 x
RMON
1060 485E E76F 1 Static 1 x
LLDP Settings
Administration 201A.0638.218D 8 Static 1 x
4016.7EB1.EB6 1 tatic
+ PSE System 016.7E81.E86D Stati 1 x
4016.7E83 Dynamic 1 co
+ QoS 4
7427 EA30.6925 1 Dynamic 1 co
+ EEE
Dynamic 1 [=¥>)
oo

BCEE.7B9A Dynamic 1

© Dynamic MAC to Static MAC F Delete Static MAC |@ Delete Dynamic MAC First Previous [1] Next Last1 1Page

Figure 7-13: MAC Address Batch Deletion

3. Delete all dynamic MAC address

In the MAC address list, click "Delete Dynamic MAC" button to clear all dynamic mac address:

uick Configuration Global Settings
+ Port Management Aging Time(10-630) : 300 sec
+ VLAN Management m
+ Fault / Safety
| Protection Settings
= ant
. Static MAC: To enhance the safety of important data. add the MAC addresses of the server and other important equipment fo the static MAC address table.
System Setiings
DHCP Server MAC st Al Bl Configure MAC Binding MAC count: 10
Firmware Upgrade
System Information User MAC Port Port Type VLAN Edit
Configuration Management Dynamic 1 oo
Dual Configuration i i a 0o
SNMP
s statc 1 x
RMON
1060 4B6E E76F 1 Static 1 X
LLDP Settings
A abo 201A0639.919D 8 Static 1 x
+ PSE System 4016.7EB1.EBED 1 Static 1 x
4D16.7EB3 436D 1 Dynamic 1 fa¥s)
+ Qos D "
7427.EA30.6025 1 Dynamic 1 oo
+ EEE
7427 EA%6 DDST 1 Dynamic 1 fe¥s)
BCEE 789A 1 Dynamic 1 oo
@ Dynamic MAC to Static MAC @ Delete Static MAC w [1] Next Lasi1 1Page

Figure 7-14: Clear All Dynamic MAC Address
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7.2 DHCP SERVER

7.2.1 DHCP server info

Click the "System Management" "DHCP Server" to view the DHCP Server configuration:

Current User:admin

System Home DHCP: Server

Cluick Con B
Cuack Configuration DHEP v Satlinga

<+ Port Management DHED Sarved
+ VLAN Management TP Addresa:
Detault Gateway
F Fault [ Safety DHCP Sever Poot 92168273
I R . Ciieri Mask:
DNS: 8
System Settings Laas Tinse: FIOE0 (130172800 )
DHCP Server m
Firrware Upgrade
System Information I DHCP Servor Clioat Lists
Ca ion Management
Host Name 1P Addiress MAC Address Lease Time (s)

SHMP Femt Privious 1) Nt Laslt | 1Page

RMON
LLOP Sentirgys
Adrinistration

+ PSE System

+ Qos

+ EEE

Figure 7-15: DHCP Server Info

7.2.2 Enable the DHCP server

Enable the DHCP server, address pool IP range and device IP must be the same network segment IP:

®

T

dge-=-cor .
Current User:admin

System Home DHCP Server

Quick Configuration I DHCP Server Settings

+ Port Management DHCP Server: (@ELID ) Message from webpage | %%
IP Address: 192.168.2.10

<+ VLAN Management
Detault Gatewy: (2 T T 50|

[) Settings saved!

+ Fault/ Safety DHCP Sever Pool: 192.162 2T - 192 1682/200 ]
I — S'y'E:E'ﬁ Managerﬂeﬁt Client Mask: |253. 255. 255. 0
DNS:
System Satlings Lease Time:[1200  |(120-1723005)

DHCP Server m

Firmware Upgrade

System Information I DHCP Server Client Lists
Configuration Management
Host Name IP Address MAC Address
Dual Configuration
SNMP A
RMON

LLDP Settings

Administration

<+ PSE System

Figure 7-16: Enable DHCP Server

When the host and the device are connected directly, the IP assigned to the DHCP server will be displayed in the

DHCP server client list.
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7.3 SYSTEM UPGRADE

Click the "System Management" "System Upgrade" to upgrade the software on the switch:

Current Useradmin

System Home Firmware Upgrads & Backup

Quick Gonfiguration

¥ Port Managemaent

# VLAN Managsmaent
e ackup e e (D)

Figure 7-17: Switch System Upgrade

Switch system upgrade steps are as follows:
Step 1: Click "Choose File" button to select the switch upgrade file;
Step 2: Click the "Upgrade" button switch to start the upgrade new software;

Step 3: When the upgrade progress bar is at 100%, the switch will automatically reboot, completion of the upgrade is

completed.

7.4 SYSTEM INFORMATION

7.4.1 Memory information

Click on the "System Management" "System Information" "of" the Memory Information into the Memory
Information interface, can view the System Memory Information:

dge-cor
Current User:admin Save Config

System Home Memory Information CPU Information

Quick Configuration e
Description: Display system memory information

+ Port Management I System Memory Information

<+ VLAN Management

+ Fault/ Safety total (K3) uzed (23)
- —

Mem: 12

/+ buffers/cache:

Sweap: 0 a

¥E)  shazed(X3)

= System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings

Administration
<+ PSE System

+ QoS

+ EEE

Figure 7-18: System Memory Information
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View the WEB page of memory information content consistent with the results show the memory command
command line; Click on the "Refresh" button to Refresh the current switches in the memory information.

7.4.2 CPU information

Click on the "System Management" "System Information" "CPU Information" to enter the CPU Information interface,
can view the System task Information:

Current User-admin

8ave Config

System Home Memory Information CPU Information

Quick Configuration
Description: Display system CPU information.

+PortM

<+ VLAN Management

+ Fault / Safety

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

Figure 7-19: CPU Information

Web pages to the content of the system task view consistent with the results show the CPU commands command
line; click on the "Clear" button to remove the current switches in the system; click on the "Refresh" button to
refresh the current switches in the system task.

7.5 CONFIGURATION MANAGEMENT

7.5.1 Configuration management
1. To see the current configuration

Click on "System Management" "Configuration Management" "Configuration Management", and click the button
"View of the current Configuration", View the current Configuration information:
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System Home Configuration Management Restore the Factory Settings

Quick Configuration

+ Port Management
+ VLAN Management
+ Fault/ Safety

tem Management

— Sy

! System Ve v
|| System Name: ECS2020-10P

! System Up Time: 0 days, 3 hours, 43 mins, 17 secs
1

System Settings
DHCP Server

Firmware Upgrade
are Upg t cou bandwion 500

L suB-Intertace manage pps 500
otect terface route pps 200
kpu-protect suo-interface protocol ops 500
username web admin password admin
web-iogin-time 1300

web-language en

S v i port 80

System Information

Configuration Management

Dual Configuration

RMON i
3 p dhcpserver gate-way 192 168 2 254

LLDP Setfings p dncpserver pool 192,168.2.11-192.168.2.200

p dhcpserver mask 255.255.255.0

p dhcpserver dns 3.88.8

p dhcpserver leasetime 1200

+ PSE System i address 122.168.100.147 mask 255,

i default-gateway 192.168.100.129

Ino ipvs autocantig

+ QoS bov6 add 200 4cMT-fo 00

Administration

+ EEE

Figure 7-20: View the Current Configuration

2. Save the current configuration

Click on the "System Management" "Configuration Management" "Configuration Management", click "Save" button,
the running - the content of the config files saved to the startup --config file:

System Home Configuration Management Restore the Factory Settings
Quick Configuration

Description: View, save or export the current running configuration, Import a previously saved configuration
+ Port M I =

+ VLAN Mariagemiant View The Current Configuration

+ Fault / Safety

=

System Settings

® Import Configuration ) Export Configurats

n Management MNotice: 1. Do not close the page or refresh the page during the import process or the import will fail

2. After importing a configuralion, the Switch must be restarted in order for seftings to take effect

DHCP Server

Firmware Upgrade Upgrade configuration from file BERE | AR
System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Figure 7-21: To Save the Current Configuration
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3. The configuration

Click on the "System Management" "Configuration Management" "Configuration Management", select "Import
Configuration", click "Choose File" button to find Configuration File to Import, click the "Import Configuration"
button, complete the Configuration Import:

Current User:admin B save Config

System Home Configuration Management Restore the Factory Settings

Quick Configuration
Description: View. save or export ihe current running configuration. import a previously saved configuration.

+ Port Management | Configuration Management

+ VLAN Management View The Cuirent i T m

<+ Fault / Safety

System Settings

Export Configuration

: 1. Do not close the page or refresh the page during the import process or the import wil

2. After importing a configuration, the switch must be restarted in order for settings to take effect
DHCP Sarver

Firmware Upgrade Upgrade configuration from file -| R | FIRETL
System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

+ QoS

+ EEE

Figure 7-22: Imported Configuration

Import the configuration steps are as follows:

Step 1: Select the "Import Configuration";

Step 2: Click "Choose File" button to find you want to import the configuration File;
Step 3: Click on "Import Configuration" button;

Step 4: Confirm the restart.

4. Export configuration
Click on the "System Management" "Configuration Management" "Configuration Management", select "Export
Configuration", export configuration.

Current User:admin

System Home Configuration Management Restore the Factory Settings
Quick Configuration

Description: View, save or export the current running configuration. Import @ previously saved configuration
+ Port I e

- VLAN Management
1 g View The Current Configuration m

+ Fault/ Safety

import Configuration | ' Expori Configuration

= System M.

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System

+ Qos

+ EEE

Figure 7-23: Export Configuration
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7.5.2 Restore factory settings

Click on the "System Management" "Configuration Management" "Restore the Factory Settings" to switch to Restore
the Factory Configuration actions:

Current User:admin Bl save Config

System Home Configuration Management Restore the Factory Settings

Quick Configuration

Description: Click ‘Restore’ to reset the switch o the factory default settings
+ Port Management

Restore
+ VLAN Management

<+ Fault / Safety

|-

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Figure 7-24: Restore Factory Settings

Factory default operation steps are as follows:
Step 1: Click the "Restore the Factory Settings" button;
Step 2: In the pop-up confirmation box, click the "OK" button;

Step 3: After the completion of the reset switch, wait for equipment to restart, switch back to factory default
configuration.

7.6 DUAL CONFIGURATION

7.6.1 Backup and restore the current configuration file

Click on "System Management" "Dual Configuration".

Current User-admin & save Config

System Home Dual Configuration Configuration Copy

Quick Configuration

Description: It takes a while 1o set up Restore the configuration file to the current running file. Do not féieat

Notice: Restore the configuration fik, you need to restar the device to take effect

+ Port Management v

+ VLAN Management
| Configuration List

+ Fault/ Safety

File Name File Type Start-Up Modify Time Size (bytes)
= System Management =
. defauli-config Config N 2246
System Settings
2424

. startup-config Config Y
DHCP Server

Firmware Upgrade
syseminiomaion (A
Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

+ QoS

+ EEE
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Configure some functions, such as: IP address, port speed limit, port mirroring and other functions.

Current sersadmin

Basic Settngs
Sterm Centred
Flow Centrol
Port Aggregation
Port Maroring
Port Isclaton
Port Spasd Limit
+ VLAN Management

+ Fault | Safety

OHCP Server

Firmware Upgeade
System Information
Canfiguration Management
Dual Configuration
SNMP
RMCH
LLOF Settings
Administraticn

+ PSE System

+ QoS

+ EEE

et & podt o configuie

Y 3 3.4 5 8 T B
RS WS W WS

§7 Ootionat port 5 Freeat pont G Selected pont §17 Aggregationport Selectall Select all others Cancel

Input Speed Limir:

Cuput Spered Limic

I Port Speed Limit List

@ e

The left sioe for the Minimum soeec Imit value, (e rght end 5 the b

The eft sic

the Minimum speed imi vaiue, e

imit value, TS N0 SpeRd imit

T BTV vaioe, it N speed (imit

Part Input Spoed Limit Cutput Speed Limit Edit
Max WA P e

2 MAX MAX »

1 MAX MAX 2

4 MAX Max =

5 MAX Max @

] WA MAX o

7 MaxX MAX 2

! MAX max @

[ 0 4
WA MAX 2

Firs! Provioiss 1] N

System Home

Quick Configuration

= Port Management
Basic Settings

Storm Control

Flow Control

Current User:admin

Port Mirrering

Description: Port mirraring is used to send network traffic from muttiple source ports to a destination port. Network analyzers ean be connected to the destination port to analyze network traffic.
Note: A part aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

CNhoose the source port:(Selecting multiple source ports can affect the device performance. ).

9

12 3 4 5 6 7T B g 1
YRy i B

Port
Port Mimoring
Port Isolation

Port Speed Limit
<+ VLAN Management
+ Fault/ Safety

+ System Management
+ Qos

+ EEE

Choose the destination port:(choose only

one port)

1 2 3 4 5 & 7 & g

mlatelaletatalets] s

§~1 Optional port 37 Fixed port i Selected port [T Aggregation part

EED

I Mirroring Port List

oring Group

1

Mirroring Group | Not Selected

v

Source Port

[ "7 Optional port 3 Fixed port i Selected port Aggregation port [§%] Mirrering Group  Selectall  Select all others Cancel

Destination Port Edit

10 z %
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2. Click on the "System Management" "Dual configuration". To configure the switch backup the current running
profile.

dge~-cor

Current User:admin B save Config Log Out
System Home Dual Configuration Configuration Copy
Quick Configuration 5
Description: It takes a while to set up Restore the configuration file running file. Do not repeat

Notice: Restore the configuratior need to restart the device to

+ Port Management

4+ VLAN Management
l Configuration List

+ Fault/ Safety

File Name File Type Start-Up Modify Time Size (bytes)
~ System Ma nt
default-config Config N 2013-12-05 00:00:43 2246
System Settings
startup-config Config oy 2013-12-050240:33 2424
DHCP Server

Firmware Upgrade
Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

3. Onthe basis of step 1, add or remove the function configuration, such as: port description.

System Home Basic Settings

Quick Configuration

Description: Select ihe pori(s) you wan to configure. Click on individual ports or click and drag the mouse fo select mufiple ports

Nota: If the parameters selected are not supported, the changes will not take effect.

— Port Mana
Basic Seftings MTU(1522-10240: [1522 m
Storm Control Select a port to configure:

Flow Control 1 2 3 4 5 6 7 8 g8 10
Port Aggregation EREEREEREE

Port Mirroring

Port Isolation [ JOptional port Y Fixea port Jg Setected port [T] Aggregation port Selectall Select all others Cancel

Port Speed Limit Description: test Status:  Enabled v

+ VLAN Management Rate:| At X Duplex Mode: | Auto v

+ Fault / Safety m

+ System Management I TNt

+ QoS Port [Descipuen] Status Rate Duplex Mode MTU Edit
1 test Enabled Auto Auto >

+ EEE -
2 test Enabied Auto Auto 1522 2
3 test Enabied Auto Auto 2
4 test Enabied Auto Auto 2
5 test Enabied Auto Auto 2
& test Enabied Auto Auto 1522 2
7 test Enabied Auto Ao 2

4. Click on the "Apply"/"Delete". The configuration file is applied, the system will set the parameters to run at
system startup; can also delete the configuration file.
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7.6.2 Configuration Copy

Back up the running-config file to the startup-config file or backup-config file.

Current User:admin

I8 Save Config () Logout

System Home

ick Configur
Quick Configuration I Pt

4+ Port Management

+ VLAN Management

+ Fault/ Safety

= System Management
Systern Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Setiings

Administration

Copy Type: | Running-Config

File Name: | backup-config

Dual Configuration Configuration Copy

7.7 SNMP

7.7.1 Check the SNMP

Figure 7-25: Configuration copy

Click on the "System Management" "SNMP", you can view the SNMP configured information:

Cuarrent Uses:admin

SNMP

System Home

Cusck Configuration

+ Port Management

# VLAN Managamant
+ Fault/ Safety Community Settings:

SNMF Trap Host:  Host P

| communiy Name List

RMON

LLOP Setengs

Admrstrabon

SHMP Service: | S
SHMP TRAP Service: | il

Community Namg

private

Ui

persion, mismaiched versons wil £ause communicatio

Thes Teature an De enabied by togghng the SNMF Serace’ swilch

) faiure

NP Vergion [T ¥

- 3 B0
Lox Y e

Fenmissions

First Previows [1] Next Lasty 1Fags

Figure 7-26: View the SNMP Configuration Information

By default SNMP is not open;

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies can lead to

communication failure.
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7.7.2 Activate the SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "OFF" to "ON", click ok:

Current User:admin

System Home SNMP

Quick Configuration
W Description: SNMP is used for remote m

+ Port Management

| SNMP Service: |

SNMP TRAP Service:

<+ VLAN M.

+ Fault [ Satery Community Settings:

— System Management

SNMP Trap Host:  Host IP

System Settings

DHCP Server I Community Name List
Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Setiings

Adrministration

+ PSE System

Notice: The SNMP monitor sofware must

Community Name

nitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' swith

match the selected SNIMP version, mismatched versions will cause communicati

maximum numoer of community name is 2)

Trap Community Name SNMP Version [1 v

Community Name
private

public

Permissions ® RO

RW m Cancel
oD

Permissions
™
re

First Previous [f] Next Lasi1

1Page

Figure 7-27: Activation SNMP Function

Activation function SNMP configuration steps are as follows:

Step 1: Choose open SNMP options;

Step 2: Click "OK" button to complete the configuration.

7.7.3 To disable the SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "ON" to "OFF", complete the

configuration:

Current User:admin

System Home SNMP

Quick Configuration

+ Port Management

| SNMP service: (@I I

SNMP TRAP Service: (L0

+ VLAN M.

Fault! Satety Community Settings:

SNMP Trap Host:  Host 1P
System Setiings
DHCP Server I Community Name List
Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System
+ QoS

# EEE

Description: SNMP is used for remote monitoring and swi

Notice: The SNMP manitor software must match the seles

Community Name

control. This feature

be enablied by toggling the “SNMP Service' switch

d SNMP version, mismatched versions will cause communication failure.

(maximum numbes of community name is 2)

Trap Community Name SNMP Version [1_v

Community Name
private

public

Pemmissions ® RO

(0 G
[or]

Permissions
W
o

First Previous [1] Next Lasty

1 1Page

Figure 7-28: Disable the SNMP Function

Disable the SNMP function configuration steps are as follows:

Step 1: Choose close SNMP options;

Step 2: Click "OK" button to complete the configuration.
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7.7.4 Activate the TRAP
After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON", click ok:

Current User:admin B save Config

System Home SNMP
Quick Configuration =
Description: SNMP is used for remole monitoring and switch 1. This feature tan be enablec by 1000ing the ‘SNMP Service’ switch
Notice: The SNMP monitar software must match the selected SNMP version, mismalched versions will £ause communication fallure
+ Port Management
SNMP Service: B
+ VLAN
|smp TRAP Service: (| (lelaal)
Fault / Safet - 5
+ Fault/ Safety Community Settings: Community Name (maximum number of community name is 2) Permissions ® RO RW m m

stem Management SNMP Trap Host: Host IP Trap Community Name SNMP Version |1 v m

System Settings

i S | Community Name List

Firmuare Upgrade Community Name Permissions
System Information .

private w
Configuration Management

public .

Dual Canfiguration

SNMP First Previous [1] Next Lasfy Page
RMON

LLDP Settings

Administration

+ PSE System

Figure 7-29: Activation Function of the TRAP

Activate the TRAP function configuration steps are as follows:
Step 1: Select "ON" option;

Step 2: Click "OK" button to complete the configuration.

7.7.5 Disable the TRAP
Choose the SNMP TRAP service, click ON the "ON" to "OFF", click "OK", complete the configuration:

Current User:admin g save Config " LogOui

System Home SNMP
Quick Configuration =

Deseription: SNMP is Used for remote monfioring and switch control. This feature can be enabled by toggling the 'SNMP Service' switch
4 Port Manigeiiant Motice: The SNMP monitor software must match the selected SNMP version, mismaiched versions will cause communication faiure.

SNMP Service: (LI

+ VLANM i

SNMP TRAP Service: (L0
F Fault) Satety Community Settings: Community Name f(maximum numoer of community nameis2)  Permissions @ RO i m

System Settings
——— | community Name vist
Firmware Upgrade Community Name Permissions

System Information

private
Configuration Management

public o
Dual Cenfiguration
T First Previous [1] Next Lasts 1 1Page
RMON

LLDP Settings

Administration

Figure 7-30: Disable TRAP Function

Disable the TRAP function configuration steps are as follows:
Step 1: Select "ON" to "OFF" option;

Step 2: Click "OK" button to complete the configuration.
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7.7.6 Change community

Click on the "System Management" "SNMP", in the community name text box input
and write, click the "OK" button, complete the configuration:

Curent User:admin

: public, permissions choice: read

) LogOut

System Home iicsil

Quick Configuration .
cription: SNMP is used for remote monitoring and switch control. This feature can be enadled by togoling the 'SNMP Service’ switch

Notice: The SNMP monitor software must maich the selected SNMP version, mismatched versions will cause communication failure.

SNMP Service: (SN0

SNMP TRAP Service: (LI

+ Port Management
4+ VLAN Management

Fault / Safe
+ Fault/ Satety Community Settings: Community Name (maximum number of community name is 2) Permissions ® RO

= SNMP Trap Host:  Host IP Trap Community Name SNMP Version [1_v

System Settings

DHCP Server i Community Name List

Firmware Upgrade Community Name

System Information

Permissions

]

Configuration Management
test

Dual Configuration
SNMP
RMON
LLDP Sefings ! SNMP Trap service host list
Administration Trap Community Name P

192.168.100.133 SN

+ PSE System test
+ QoS

+ EEE

™

First Previous [1] Next Lasfl 11Page
version Remove
MP Ver ve x

First Previous [1] Next Lasft 1Page

Figure 7-31: Change Community

Change community configuration steps are as follows:
Step 1: In the community name dialog box input: the pub;
Step 2: Select "RO" permissions;

Step 3: Click on "OK" button, complete the configuration.

7.7.7 Added the SNMP TRAP service host

Click on the "System Management" "SNMP", in the host IP text box input: 192.168.
pub, SNMP version choice: 2C, click the "OK" button, complete the configuration:

Current User:admin

100.150, TRAP community name:

(5 togou

System Home SNMP

Quick Configuration . ) - .
Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggiing the ‘SNMF Service’ switch.

ce: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.

SNMP Service: (LD
SNMP TRAP Service: (S0

+ Port Management
+ VLAN Management

+
Rl Safety Community Settings: Community Name (maximum number of community name i 2) Permissions ® RO

= Systen SNMP Trap Host:  Host P Trap Community Name SNMP Version [1_¥

System Settings

- (3

DHCP Server
Fimmware Uparade

System Information

Dual Configuration
SNMP
RMON
LLDP Settings
Admirstration

+ PSE System

+ Qos

+ EEE

Configuration Management

| Community Name List
Community Name
2

test

I SNMP Trap service host list

Trap Community Name

fest

Permissions
ro
w

First Previous [1] Mext Lasti I 1Page

Remove

%

First Previous [1] Next Last1

] Version

SNMP Ver vi

192.185.100.133

Figure 7-32: Increases the SNMP TRAP Service Host
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Increase the SNMP TRAP service host configuration steps are as follows:
Step 1: In the host IP dialog box input: 192.168.100.150;

Step 2: In TRAP community name dialog input: pub;

Step 3: Select the SNMP version: 2C;

Step 4: Click on "OK" button, complete the configuration.

When an SNMP closed, hide the SNMP TRAP service host list.

7.7.8 Delete the SNMP TRAP service host

Click on the "System Management" "SNMP", in the SNMP TRAP service host list need to delete the object, click
" |I| " finish configuration:

Cument User:admin B save config ) Logout

System Home SNMP

Quick Configuration _ |
Description: SNMP is used for remote menitoring and switch control. This feature can be enabled by toggling the 'SNMP Service' switch

Notice: The SNMP monitor software must match the selected SNMP version. mismatched versions will cause communication fadure.

SNMP service: (G0N )

SNMP TRAP Service: (LI

= System Management SNMP Trap Host:  Host IP Trap Community Name SNMP Version [1 v m

System Settings

4+ Port Management

<+ VLAN Management

+ Fault / Safety

DHCP Server | Community Name List

Firmware Upgrade Community Name Permissions

System Informatian _
2% ro

Configuration Management
test L

Dual Configuration

SNMP First Previous [1] Next Last1 ! 1Page

RMON

LLDP Settings ! SNMP Trap service host list

Administration Trap Community Name P Version Remove

+ PSE System test 192.168.100.138 SNMP Ver vi E

First Previous [1] Next Last1 ! 1Page

+ QoS

Figure 7-33: Delete Community

7.8 RMON

7.8.1 View ROMN configure information

Click on the "System Management" "RMON", can view RMON configure information.

Current User:admin B save Config

System Home RMON

Quick Configuration I RMON Configure

+ Port Management Configure Type: ® Alarm Event History

Select a port to configure
+ VLAN

1 2 3 4 5 6 7 8 g 10
+ Fault/ Safety BRERRRaRRREE

ation port  Selectall Select all others Cancel

§72 Optional port §ig Fixed port g Selected port {19

Index:

System Settings
DHCP Server Variable: | Broadcast-pkts v
£ U d Interval: Sample Type: | Absolute v

imware Upgrade
i Rising Threshold: Rising Event Index:

System Information
! Falling Threshold: Falling Event Index:

Configuration Management Type: [Faiiog = Owner: (0-31 chars)
Dual Configuration m
SNMP
Alarm List Event List History List Statistics List
LLDP Settings
Index Interval Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete

Administration
First Previous [1] Next Lastt 1Page

+ PSE System

Figure 7-34: View RMON Configure Information
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7.8.2 Configure ROMN type

Configure ROMN type: Alarm, selected one port to configure and setting parameters and click "Apply" button.

Current User:admin

System Home RMON

Quick Configuratio
Juick Configuration I RMON Configure

+ Port Management Event

L
Select a port 1o configus®

+ VLAN M.

+ Fault / Safety S - Swiwriarsw i)

on port Sedect afl Select all oihers  Canced

§ 3 0Cotonax port G Fixea port 8 Selected port §13 Agre

Index: 2 Variable:  Broaccast-pits v

Intervat: 2251 Sample Type: Anscute v

Rising Threshold: 20 Rising Event index: 2

Falling Threshold: 10 Falling Event index: 2

Owner: nihao 0-31 chars,

uration Management

5 Type: | Faing v
Dual Configurasen '_

Apply
SNMP
RMON Alarm List Event List History List Statstcs List
LLDP Settings

Index Interval Pont Vanable sampie Type Type Rising Threshold Rising Event Index Faling Threshold Faling Event Index Owner Detete
Admrustration

BroaccastPris asscivie Fang 20 4 10 2 ninaQ x

{ PSE System
us (1) Next Last 1Pags

+ QoS

+ EEE

Figure 7-35: Configure ROMN Type

Notice: Parameters There are some special rules in the configuration. The EVENT should be created first. Please note
the prompts in the configuration. eg: Rising Threshold is greater than Falling Threshold.

7.8.3 Change ROMN type

On the ROMN configure page, click the type "Event" or "History" and setting parameters. Be careful the parameter
of Community should be exit in SNMP Community name. Configure ok after clicking "Apply".

Current User:admin B save Config {) Logout

System Home RMON

o
Quick Configuration I RMON Configure

<+ Port Management Configure Type: "/ Alar ® Event History
Index: 2 1-66538) Type:| None
% VEAN Maragenisnt Description: ni aho 0-127 chars) Owner: fhaha (@31 chars
< Fault/ Safety Apply l
B e e Alzarm List Event List History List Statistics List
System Setiings
DHCP Server Index Type Community Description Owner Delete
Firmware Upgrade z Naone niaho haha x
System Informatic
YR paTmaton First Previous [1] Next Laslt 1Page

Configuration Management
Dual Configuration

SNMP

RMON

LLDP Seftings

Administration

Figure 7-36: Change ROMN Type is Event
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System Home
Quick Configuration

+ Port Management

RMON

I RMON Configure

Configure Type: "/ Alarm Event

Select a port to configure

+ VLAN

+ Fault/ Safety

System Settings

DHCP Server
Firmware Upgrade

System Information

Dual Configuration
SNMP

RMON

LLDP Settings

Administration

+ PSE System

Configuration Management

9 10

1 2 3 4 5 6 7 8
PRy — SR S vl i |

77 Optional port R Fixed port §F Selected port 17 Aggregation port  Select all  Select all others Cancel
Index: 3 (1-65535 Interval: 30
Buckets: 50 (150 Owner: zhongeuo
Alarm List Event List History List Statistics List
Index Port Buckets Interval
3 3 50 €1

\(1-3600

(0-31 characters)

Owner

zhongguo

st Previous [1] Next Lasft

Delete

x

Figure 7-37: Change ROMN Type is History

When the parameters configure is ok, click the Statistics List. We can choose the port to view the information.

System Home
Quick Configuration
+ Port Management

+ VLAN M.

RMON

| RMON Configure
Configure Type: - Alarm Event ®History

Select a port to configure

+ Fault/ Safety

=~ System M. ement

System Settings

1 3 4 5 6 7 8 g 10
g - Reri i m A Sl |

{3 Cptianal port R Fixed port i Selected port [T] Aggregation port Select all Select all others Cancel

DHCP Sarver Index: 3 1-65535) Interval: 30 (1-3600)
Buckets: 50 1-50) Owner: [zhengguo 031 characters)
Firmware Upgrade
Corsligueaion Managerment Alarm List Event List History List
Dual Configuration
SNMP
RMON
Received Octets Collisions 0
LLDP Settings
Administration Received Packets Drop Events o
P 1945 i 37561
+ PSE System Broadcast Packets Frames of 64 Octets
Multicast Packets 5752 Frames of 65 to 127 Octels 7592
+ QoS
Undersize Packets. 0 Frames of 128 to 255 Octets 2897
+ EEE
Oversize Packets ] Frames of 256 to 511 Octets 1
CRC Align Errors 0 Frames of 512 to 1023 Octets
Aanhers n Frames af 1024 10 1542 Octats a3

Figure 7-38: View the Port Configure Information

7.8.4 Delete the configured rule

Select the entry you want to delete and click Fork to delete the unwanted configuration

Alarm List Event List History List Statistics List
Index Interval Port Variable Sample Type Type Rising Threshold Rising Event Index
65523 15435052 BroadcastPkts absolute Rising or Falling 923 23

Falling Threshold Falling Event Index Owner Delete
=] 23 ninhao E
First Previous [1] Next Lasfi I 1Page

Figure 7-39: Delete the Alarm List Rule
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Index Type Community Description Owner Delete
23 Log and Trap public 1652fdsfwe ninhao
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Figure 7-40: Delete the Event List Rule
Alarm List Event List History List Statistics List
Index Port Buckets Interval Owner Delete
23 50 3500 ninghm E

First Previous [1] Next Lasti !1Page

Figure 7-41: Delete the History List Rule

7.9 LLDP SETTINGS

7.9.1 LLDP settings

Click on the "System Management" "LLDP Settings", "LLDP Settings" can view the LLDP settings information. The

default mode is Global settings and this feature is turned off by default.

Current User:admin

B Save Config

System Home

Quick Configuration

<+ Port Management
4 VLAN Management

+ Fault/ Safety

System Settings

Management

DHCP Server
Firmware Upgrade
System Information
Configuration Management

Dual Configuration

SNMP

Administration
+ PSE System

+ QoS

+ EEE

LLDP Global Set LLDP Port Set

| 1107 Giobal set
LLDP: |Enabled v

Sending Interval: 30
TTI Multiplier: 4 2~10)

| LLDP PDU Set

5-32767s)

LLDP PDU| fioading v

Neighbor Info

Sending Delay: 2
Initialization Delay: 2

Figure 7-42: View LLDP Settings Information
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7.9.2 Enable LLDP settings

Click the drop-down menu to select enable and configuration parameters. Finally click "Apply" button.

Current User.admin B saveconfig

System Home LLDP Global Set LLDP Port Set Neighbor Info

Quick Configuration I e

+ Port Management
LLDP: |Enabled v
+ VLAN Management Sending Interval:|30 5~3 Sending Delay: 2
TTI Multiplier:|4 2~10) Initialization Delay: 2

+ Fault/ Safety m

N N | LLDP PDU Set
System Settings

HCP Serv
DHEP Server LLDP PDU|fiooding ¥ |

Firmware Upgrade
=3

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System
+ QoS

+ EEE

Figure 7-43: Enable LLDP settings

7.9.3 LLDP PORT SET

Configuration the LLDP Port Properties:

Current User-admin B saveConfig

System Home LLDP Gilobal Set LLDP Port Set Neighbor info

Quick Configuration

I LLDP Port Set.

+ Port Management Description: Select the port(s) you want to configure. Click on individual pons or click and drag the mouse o select multiple ports.

Notice: If the parameters selected are not supported, the changes will not take effect

+ VLAN Management

Select a port to configure:
+ Fault/ Safety

1 2 3 4 5 6 7 8 g8 1m0
| - sysmtsnsgemen: | [ OOOOD

System Setiings

DHCP Server 1”3 Optional port § Fixed port §i Selected port {77 Aggregation port  Selectall Select all others Cancel

ware Upgrade
Firmnas Upgeade Port Properties: | Disabied v
System Information

Configuration Management

Dual Configuration I Port List
SNMP Port Port Properties Eait
RMON A
1 RX.TX 2
LLDP Settings
2 R, 74
Administration )
3 R, Tx >
4+ PSE System —
4 RX.T) 2
+ QoS
6 RxT: 4
+ EEE
7 R,T)

Figure 7-44: LLDP port properties

7.9.4 Neighbor info

When the LLDP function is enabled, the neighbor information is recorded when a neighbor device is found. Notice:
you should be configuration the Peer device on CLI, on the port of the peer device that is connected to the DUT:
LLDP tlv-select sys-name sys-cap.
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Current User:admin | (D Logou

System Home LLDP Global Set LLDP Port Set Neighbor Info

Quick Configuration

| Neighbor Info

+ Port Management Local Port System Name Neighbor Port Capabilities Address Management
< VLAN Management I giovs ECS2020-10T gioe Bridge DOED 4CAS 5AD0
<+ Fault/ Safety First Previous [1) Next Lasti 1 1Page

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

Figure 7-45: Neighbor Info

7.10 ADMINISTRATION

7.10.1 Telnet info

Click on the "System Management" "Administration, "Administration Settings" can view the telnet settings
information. This feature is turned off by default.

Cusrment Useradmin

System Home Admintsirrion

Quick Configuration

Nobice: S3H lakes & long bme 1o open for the frs! ime. Please be patent

+ Port Samings

+ VLAN Management Teinet: (oL

-+ Fault | Safety wies: (C §EE
= System Management ssH: (A
Systam Satngs

DHCP Sarver

Firmraa

Ipgrade

n Informabon

RMON

LLOP Sattings

Admincsiration

Figure 7-46: Telnet Info
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7.10.2 ENABLE THE TELNET

Click on the button " " and apply .To enable the telnet, and the user can connect to the device via telnet.

em Ho Administration
Part Managsment Atministrabion Settings
VLAN Managemant
Fault/ Safety HTTRS:
S5H:
AON
DP Seth
Adminettration
+ PSE System
+ QoS
+ EEE
Figure 7-47: Enable Telnet
B Telnet 192.168.100.148 =] byl el

% Authentication Failed

ssword: s
EC526820—168P> en
Password: s

ECSZ2020-10P4%

Figure 7-48: Telnet Login
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7.10.3 HTTPS

Current Useradmin

Enable https function, users can through https management the device.

System Home Adminlsteation

Quhek Configuraton Mosice: SGH takES 8 10ng Bme 10 ooen for me frsl ime. Please be fatent
+ Port o [ Sattings

4 VLAN Management Toiot: QESH

e A ssi: (T

DHCP Server

Firmware Upgrade
System Informatian
Configuration Management
Dual Configuration
SHMP
RMON
LLOP Ssitings
Adminisiraton

+ PSE System

+ QoS

+ EEE

Figure 7-49: Enable HTTPS

[-ld]gle]-]clo]r] ]

& User Login

Language: | Engish v
User Name:

Password:

Figure 7-50: HTTPS login
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7.10.4 SSH

Enable SSH function and SSH takes a long time to open for the first time.

g
dge-cor
S Administration
ot 9 settings

VLAN Management Teinet: (GNP

Fault | Safety HTTRS: L

s5H

Admumstrabon
PSE System

Cos

EEE

O Legou

Figure 7-51: Enable SSH

dit View Options Iramsfer Seript Tools Hindow Help
43 3 znter host GauR BB

serial-com5 X

Protocol: SSH2
Hostname: 192.168.100.147
Port: 22 Eirewall: | None

Username:

Authentication
Password
Publickey
Keyboard Interactive
|GSSAPT

|
|

[ show quick connect on startup [[]save session
Openina tab
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~conS | & 192.168.100. 147 X

The host key database does not contain an entry for the

hostname 192. 168. 100. 147, which resolved to 192.168.100.147,
port 22. If you have received this message more

than once for 192.168. 100. 147, this may mean that 192, 168.100.147
is an “alias” which resolves to different hosts.

Itis recommended you verify your host key before accepting.
Server's host key fingerprint (MD5 hash):
10:5f:45:48:29:26:af:9:78:0a:82:06:8: 71:d4:64

I Accept Once I I Acceet & Save I Cancel

File Edit F¥iew Uptions Lranster geript  [ools  findow  Help
o 3 [ & #Als%d HET ©

“sarial-comS 192 168. 100. 147 x

wWelcome to Layer 2 Managed 5w

Fress <Enter> to continue...
Username: admin
Password:
ECS52020-10P> enable
Password: °
EC52020-10P#

Figure 7-52: Use SSH2 Login
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I
File Edit

Rl SYept

View Options

serial—c

Transfer

Hindow

Help

Seript Tools

A llg

192.168.100. 147 X

welcome to Layer 2 Managed switch

Press <Enter> to continue...

100. 147

Fils Edit Tptions

BT

192, 165100, 147

Ter

welcome to Lay 2

Pass
ECS20,

Passwor
ECS2020-10P#

Transfer

A &% 3
@ 192.168.100.147 (1) x

Soript Teols Window Help

RN Mo |
192 168100147 (1) x

Managed i

Protocol: S5H1

Hostname: 192.168.100.147

Port: 22 Firewall:  |None

Username: admin

Authentication

assword

k4

[[] Show quick connect on startup [Jsave session

Openina tab

Connect Cancel

The host key database does not contain an entry for the

hostname 192. 168. 100. 147, which resolved to 192.168.100.147,

port 22. If you have received this message more

than once for 192.168. 100.147, this may mean that 192, 168.100.147
is an "alias™ which resolves to different hosts.

Itis recommended you verify your host key before accepting.

Server's host key fingerprint (MD5 hash

9d:76:f2:37:cb:d8:77:4f:60:07:ae: 7d:fc 20:3e

|| Accept once IlAccept&§avel | Cancel

@

Figure 7-53: Use SSH1 Login
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8 PSE SYSTEM MANAGEMENT

8.1 PSE SYSTEM CONFIGURATION

8.1.1 View the PSE system configuration

Click on the navigation bar "PSE System Management" "PSE System Configuration" to view the PSE system
information of the current switch, click "Refresh" button, display refresh configuration information:

Current User:admin

System Home PSE System Configuration

Quick Conﬁguratlt}n Power Supply Mode: | Energy saving mode v

4+ Port Management Apply Settings

<4+ VLAN Management I PSE System Information

<+ Fault/ Safety Power supply port:

+ System Management Power management mode: Energy saving mode
I = PSE System System total power: T0W
S Syl L 2y System power consumption: 0w

PSE Port Configuration
] ) System available power. 70 'W [100%]
PSE Timer Configuration

<+ QoS

+ EEE

Figure 8-1: View the PSE System Information
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8.1.2 Configure power supply mode

8.1.2.1 Configure power supply mode to automatic

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to automatic mode

Current Userzadmin

Systemn Home PSE System Configuration
Quick Configuration -

Power Supply Mode: | Automatic mode V| |
+4 Port Management Apply Settings

4+ VLAN Management

I PSE System Information

<4 Fault/ Safety
Power supply port:

4 System Management |

Fower management mode: Automatic mode
— PSE System
. System total power: 70 W
VMianagement
- System power consumption: D w
PSE System Configuration u . .
POE Port Configuration System available power: 70 W [100%]

I._Cos

Priority Schedule

|
m

Figure 8-2: Automatic Mode

To configure the switch PSE System steps as follows:
Step 1: In the power supply mode, choose automatic mode;

Step 2: Click on "Apply Settings" button to complete the configuration
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8.1.2.2 Configure power supply mode to static

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to static mode

Current User:admin

System Home PSE System Configuration

CQuick Configuration

Power Supply Mode:l Siatic mode v
<4 Port Management Apply Settings m
<4+ VLAN Management I PSE System Information

+ Fault/ Safety Power supply port;

<+ System Management Power management mode: Static mode
I — PSE System System total power: T0W
PR D AT LI LE System power consumpption: T0'W
PSE Port Configuration
System available power: 0 W [0%]

PSE Timer Configuration

Figure 8-3: Static Mode

To configure the switch PSE System steps as follows:
Step 1: In the power supply mode, choose static mode;

Step 2: Click on "Apply Settings" button to complete the configuration.

8.1.2.3 Configure power supply mode to energy saving

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to energy saving mode

Current User:admin

System Home PSE System Configuration

Quick Conﬁguratlan Power Supply Mode:l Energy saving mode ¥

4+ Port Management Apply Settings

<4+ VLAN Management I PSE System Information

<+ Fault/ Safety Pawer supply port:

+ System Management Power management mode: Energy saving mede

I = PSE System System total power: T0W
FEE Dyl S WL System power consumption: Dw
PSE Port Configuration
) ) System available power: 70W [100%]
PSE Timer Configuration
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Figure 8-4: Energy Saving Mode

To configure the switch PSE System steps as follows:

Step 1: In the power supply mode, choose energy saving mode;

Step 2: Click on "Apply Settings" button to complete the configuration

8.2 POE PORT CONFIGURATION

Click the "PSE System Management" "POE Port Configuration" to configure the POE port on the switch:

System Home

Quick Configuration
4 Port Management
 VLAN Management
4 Fault] Safety

+ System Management

Pom:2
o T—
Max Power: |20 6. 11, 20, 22, W
I
Pronty Schedule I e
information
| - }-}-}: Pon Power Supply Enable Power Staus Cument Power Average Power Peak Power Voltage Max Power Distribution of Power Device Type Eant
Normal Detactng oN [0 oW o NiA __)
3 Normat Detecting ow ow ow o nw BW WA
Normal Detecing o oW o o NA
MNormal Detecting oW ow oW o /W ow NIA
Normad Detecing o oW ow v ow WA - >

Current Uses-admin

POE Port Settings

1. When por descnpbon & emptly, here i no desCnpbon 1or that pot. 2. When max power 3nd Gisirnibuton of power Telds are emoly. the DO S sel 10 detaull seilings.

Salect & por 1o configure:

1 3 &4 5 6 7 8 5 1w
EE?E'\FEYHE?EEE

77 Optanal port. R Fuued pon P Seictea pont 117 Aggregaton pon Selectall Select all oers Cancel

Figure 8-5: PoE Port Configuration

PoE Port configuration steps are as follows:

Step 1: Select a port to configure;

Step 2: In the power supply enable, choose enable.

Step 3: In the max power text, choose 20.
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8.2.1 Editing POE port

Click on the " .~ " icon can be configured selected port:

dge-cor .
‘Current User:admin & Save Config

System Home PSE Port Settings

Quick Configuration ) . o
Description: 1. When port description is empty, there is ne description for that port.
2. When max power and distribution of power fields are empty, the port is set to default settings

<+ Port Management
3. When in automatic mode, max power is determined by the classification level

=+ VLAN Management
Select a port to configure:

<+ Fault / Safety 1 2 3 4 5 6 T 8 @ 10
OOomoOmenmEE
=+ System Management
I = PSE System 3 Cptional port i Fixed port G Selected port [T] Aggregation port  Selectall Select all others Cancel
PSE System Cenfiguration
PSE Port Configuration Port:
PSE Timer Configuration Power Supply Enable:| Do Not Modify v
Distribution of Power: [6+ 11+ 20, 32 35]W
+ EEE

I PSE Port Information

Pert  Power Supply Enable Power Status Current Power Average Power Peak Power  Voltage  Max Power Distribution of Power Device Type  Edit

1 Non-PD Short ow ow ow o 3BwW 3BW NIA 74
2 Normal Detecting oW ow oW o 3BW 20W NIA 2
3 Normal Detecting ow ow ow [ /W ow NIA \z
4 Normal Detecting ow ow ow o /W oaw NIA ez

Figure 8-6: Edit the PoE Port

Modify POE port settings follow these steps:
Step 1: Select port and Click" . "icon.

Step 2: In the power supply enable, choose disable.

8.3 POE TIMER CONFIGURATION

Click the "PSE System Management" "PoE Timer Configuration" to configure the PoE port absolute and periodic time

on the switch:

PSE Timer Settings

System Home

Quick Configuration
Description: To cenfigure Periodic time can be turned on weekly and Te configure absolute time can be turned on in this time.

+ Port Management Select a port to configure:

<+ VLAN Management 9 10

12 3 4 5 6 7 8
PR T i

<+ Fault/ Safety

<+ System Management §"70ptional port 7 Fixed port i Selected port {17 Aggregation port  Selectall Selectall others Cancel
I = PSE System Port: 5
PSE System Configuration Timer: Enabled

O Periodic Time _ StartMon - |[00 - n:[00 - m—End Mon ~ ][00 - |n:[00 - |m

PSE Port Configuration

bsolute Time  Start 2017-08-28 08:30 — End 2017-09-30 08:30

PSE Timer Configuration

(oo

+ EEE I PSE Timer Information
Port Time Mode Start Time End Time Edit
| 5 Absolute 2017-08-29 06:30 2017-09-30 08:30 xR
First Previous [1] Next Last1 11Page

Figure 8-7: PoE Timer Absolute Time Configuration
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System Home

Quick Configuration

<+ Port Management

+ VLAN Management

+ Fault/ Safety

+ System Management
I = PSE System

PSE System Configuration

PSE Port Configuration
PSE Timer Configuration

+ Qos

+ EEE

Current User:admin

PSE Timer Settings

Description: To configure Periodic time can be turned on weekly and To configure absolute time can be turned on in this time.

Select a port to configure:

8 9 10

12 3 4 5 5 7
W T E e

"7 Optional port 557 Fixed port § Selected port {17 Agaregation port  Selectall Selectall others Cancel

Port: 5
Timer: Enabled «

| @ periodic Time  Start Mon » 08w : 00 » m—End Fii » 18+ h 00 m

© Absolute Time  Start[2017-08-29 08:30 — End [2017-09-30 08:30

I PSE Timer Information
Edit

z R

I1Page

Port Time Mode Start Time End Time

| 5 Periodic Every Monday to Friday 08:00 Every Monday to Friday 18:00

First Previous [1] Next Last1

Figure 8-8: PoE Timer Periodic Time Configuration

PoE Port configuration steps are as follows:
Step 1: Select a port to configure;

Step 2: In the timer, choose enable
Step 3: Configure absolute time start time 2017-8-29 08:30 end time 2017-9-30 08:30
Step 4: Configure periodic time start time Every Monday to Friday 08:00 end time Every Monday to Friday 18:00.
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9 QOs

9.1 PRIORITY SCHEDULE

9.1.1 View the priority schedule

Click on the "QoS" "Priority Schedule", can view the device priority schedule:

Current User:admin Log Out
System Home Priority Schedule
Quick Configuration
I Global Settings
+ Port Management
Note By defautt the 802.1p is chosen.To enable DSCP mode, please select the DSGP mode and press to go to DSCP Priority Settings page.
VLAN Management
+ o Scheduling mark 8021p V'
4 Fault/ Safety Scheduling algorithm Strict Priority v m
+ System Management I Port List
+ PSE System Port Scheduling algorithm Default
_ Management
1 sP Medium
= Qos
2 sP Medium
Priority Schedule
3 sP Medium
+ EEE
4 sP Medium
5 sP Medium
6 sP Medium
7 sP Medium

Figure 9-1: Priority Schedule

9.1.2 The configuration global settings of SP

9.1.2.1 The configuration global settings of 802.1P SP

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose strict priority.

®
dge-cor
‘Current User:admin

System Home Priority Schedule

Quick Configuration
I Global Settings

+ Port Management

Note By default the 802.1p is chosen.To enable DSCF mode, please select the DSCP mode and press to go to DSCP Priority Setiings page

4+ VLAN M 1t
4 Fault/ Safety
+ System Management

+ PSE System
_ Management

I — Qos
Priority Schedule
+ EEE

Scheduling mark

Scheduling algorithm

2021p ¥
Strict Priority v

I Port List

Port Scheduling algorithm
1 SP
2 SP
3 SP
4 sP
5 SP
6 SP
7 5P
8 SP
9 SP
10 SP

Default

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Figure 9-2: Global Settings in 802.1p and SP
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9.1.2.2 The configuration global settings of 802.1P SP add WRR

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose WRR.

‘Curmrent User:admin

System Home Priority Schedule
Quick Configuration

I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP made and press to go to DSCP Priority Settings page.

VLAN Management
+ 9 |Schedulmg mark 8021p v

4+ Fault/ Safety The queue weight value ion (WRR mode
queust 1 [(1-127)
+ System Mar algorithm WRR B4 queus2 [20 | (1-127) m
PSE System queued [0 |(1-127)
+ " v queved [I___|(1-127)
_ Management
I Port List
I = Qos
Port Scheduling algorithm Default
Priority Schedule
1 WRR Medium
+ EEE
2 WRR WMedium
3 WRR Wedium
4 WRR Medium
5 WRR Wedium
6 WRR WMedium
7 WRR Medium
8 WRR WMedium
] WRR Wedium

Figure 9-3: Global Settings in 802.1p and WRR

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose 802.1p;

Step 2: In the Scheduling algorithm, choose WRR,

Step 3: In queuel text box, enter the weight value, such as 1;
Step 4: In queue? text box, enter the weight value, such as 20;
Step 5: In queue3 text box, enter the weight value, such as 40;

Step 6: In queue4 text box, enter the weight value, such as 1.
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9.1.2.3 The configuration global settings of 802.1P and hybrid

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose hybrid.

®
dge-clor
Current User:admin

System Home Priority Schedule

Quick Configuration
I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Seftings page.

4 VLAN Management

Scheduling mark

+ Fault/ Safety The queue scheduling algorithm: The queue weight value (WRR mode
O strict Priority [queued 4 v queset [ J(t-127)
4 System Mar algorithm Hybrid v - T | OueueZ o Ju-12m m
PSE System LR i @120
+ v queued (1-127)
Management
I Port List
I — Qos
Port Scheduling algorithm Default
Priority Schedule
1 Hybrid Medium
+ EEE
2 Hybrid Medium
3 Hybrid Medium
4 Hybrid Medium
5 Hybrid Medium
6 Hybrid Medium
7 Hybrid Medium
8 Hybrid Medium
9 Hybrid Medium

Figure 9-4: Global Settings in 802.1p and Hybrid

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose 802.1p;

Step 2: In the Scheduling algorithm, choose hybrid,

Step 3: In strict priority text box, choose the queue3,4;

Step 4: In WRR text box, choose the queue 1,2;

Step 5: In queuel text box, enter the weight value, such as 1;

Step 6: In queue? text box, enter the weight value, such as 20.
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9.1.3 The configuration global settings of DSCP

9.1.3.1 The configuration global settings of DSCP and SP

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose strict priority.

Current User-admin

Quick Configuration
Global Settings
+ Port Management
Note By default the 802 1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Setfings page
VLAN Management
+ o Scheduling mark DSCP v
+ Fault/ Safety scheduling aigorthm [ save |
+ System Management Port List
PSE System -
+ 4 From DSCP value: To DSCP value: Priority: [ Highest m
_ Management
DSCP value Priority Edit
0 Low \z
Priority Schedule
1 Low
+ EEE 2
2 Medium &z
3 Medium 74
4 High 4
5 High ez
3 Highest 2
r Highest 74
£ Highest ez
9 Medium 2

Figure 9-5: Global Settings in DSCP and SP

Priority schedule steps are as follows:
Step 1: In scheduling mark, choose DSCP;
Step 2: In the Scheduling algorithm, choose strict priority,

Step 3: In from DSCP value text box, choose 0 and in to DSCP value text box, choose 1 and in priority text box, choose
low;

Step 4: In from DSCP value text box, choose 2 and in to DSCP value text box, choose 3 and in priority text box, choose
medium;

Step 5: In from DSCP value text box, choose 4 and in to DSCP value text box, choose 5 and in priority text box, choose
high;

Step 6: In from DSCP value text box, choose 6 and in to DSCP value text box, choose 8 and in priority text box, choose
highest.
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9.1.3.2 The configuration global settings of DSCP and WRR

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose strict priority.

N
dge-cor
‘Current User:admin u

Quick Configuration
I Global Settings

+ Port Management
Note By default the 802.1p is chosen.Te enable DSCP mode, please select the DSCP mode and press to go te DSCP Priority Settings page.

VLAN
+ Scheduling mark DsSCP v
4 Fault/ Safety The queue weight value ion (WRR mode
queust [0 ](1-127)
4 System Mar algorithm WRR v queue? m
queued
+ PSE System
queues [s0___J(1-127)
- Port List
I = Qos
eronty Sehad From DSCPvalue:[6 v| ToDSCPvalue:[2 v| Priority: [Highest E
riority Schedule
+ EEE DSCP value Priority Edit
0 Low z
1 Low ‘Z
2 Medium j
3 Medium iz
4 High z
5 High 2
8 Highest 2
7 Highest z
8 Highest iz

Figure 9-6: Global Settings in DSCP and WRR

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose WRR,

Step 3: In queuel text box, enter the weight value, such as 10;
Step 4: In queue? text box, enter the weight value, such as 20;
Step 5: In queue3 text box, enter the weight value, such as 30;

Step 6: In queue4 text box, enter the weight value, such as 40.
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9.1.3.3 The configuration global settings of DSCP and hybrid

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose hybrid.

o
dge-cor
‘Current User:admin

Quick Configuration
I Global Settings.
4 Port Management
Nofe By default the 302 1p is chosen To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page
VLAN M:
+ Scheduling mark DSCP v
4 Fault/ Safety Tie queue scheduling algorithm: The queue weighi value configuration (WRR mode configuration):
© swetprony [mees V] asuet [©_J1zn
+ System Management | Scheduling algorithm Hybrid v i, T o] Queve (1-127) m
(o} __ueue 5
PSE Syst - WRR g queuel (1-127)
+ ystem queued [1 (1-127)
_ Management
I Port List
I = Qos
- From DSCP value: To DSCP value: Priority: [Highest v m
Priority Schedule
+ EEE DSCP value Priority Edit
0 Low iz
1 Low &
2 Medium ‘Z
3 Medium ‘Z
. High =z
5 High &
6 Highest Z
7 Highest 74
8 Highest Z

Figure 9-7: Global Settings in DSCP and HYBRID

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose hybrid;

Step 3: In strict priority text box, choose the queue3,4;

Step 4: In WRR text box, choose the queue 1,2;

Step 5: In queuel text box, enter the weight value, such as 10;

Step 6: In queue? text box, enter the weight value, such as 20.

9.1.4 Editing the DSCP values

Click on the " > "icon to modify DSCP values:

8
dge-cor .
Current User:admin

System Home Priority Schedule

Quick Configuration
I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Seftings page

+ VLAN Management

Scheduling mark

+ Fault/ Safety Scheduling algorithm Strict Priority v
+ System Management I Port List
PSE 2
— PSE System Message from webpage
| ! From DSCP value:[0__ V] ToDSCPvalue:[0 Priority: | Medium v
Management
DSCP value Priority \ Edit
PSE System Configuration 7J; Settings saved!
POE Port Configuration 0
I — Qos 1 Highest Z
Priority Schedule 2 Highest 4
I - EEE 3 Highest ™4
EEE 4 High

Figure 9-8: Add the Port to the VLAN
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Modify DSCP values follow these steps:

Step 1: Select DSCP values and Click" > "icon;
Step 2: In the priority text box, choose medium;
Step 3: Click on the save;

Step 4: Click OK.
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10 EEE

10.1 EEE

10.1.1802.3AZ EEE settings

Click on the "EEE" "EEE" "802.3az EEE Settings", you can view the EEE information:

Curmrent User:admin

System Home 802.3az EEE settings

Quick Configuration
I 802.3az EEE settings

4 Port Management
202.3az EEE @ OFF m
+ VLAN Management

Fan

4 Fault/ Safety
+ System Management

4 PSE System
_ Management

+ Qos

EEE

Figure 10-1: View the 802.3az EEE Settings

10.1.2 Active the EEE

Click ON the "EEE" "EEE" "802.3az EEE Settings", choose the 802.3az EEE, click ON the "OFF" to "ON", click save:

Current User:admin

System Home B02.3az EEE settings

Quick Configuration
I 802.3az EEE settings

4 Port Management
802.3az EEE @ m

+ VLAN Management
+ Fault/ Safety
+ System Management

+ PSE System
_ Management

+ Qos

EEE

Figure 10-2: Active the 802.3az EEE Settings
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